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PREFRCE

0008000000000 0000000+,0000000000000000000000000000000000000000%000000000000
This report is intended tou be read at
several levels. If you are interested only
in a broad overview of its contents, we sug-
gest that you read the Executive Summary,
pp. 1-15. For more detailed reading, consult:

V00000000000 00000000000.00000006000000000000000000000000000000000000000000:

Voluwe 1, ON THE AUTOMATION OF THE PROCUREMENT
PROCESS: PRLSENT STATUS, FEASIBILITY FOR IMPROVE-
MENTS, PROPOSED NEXT STEPS, AND PAYOFFS, reports our
findings on the areas studied under this contract.
We believe that over $1 billion can be saved each
year (primarily due to improved competition) by the
application of information technology to large sys-
tems procurement. These savings can be achieved
using known techniques and advanced systems. How-
ever, a prerequisite to their application is a com-
mitment by DOD to procurement automation.

Volume II, SECURITY IN THE AUTOMAYED PROCUREMENT
PROCESS; SECRECY VS FREEDOM OF INFORMATION VS EFFI-
CIENCY: A LECGAL ANALYSIS, forms a background appen-
dix to the first volume. It addresses the changed
legal and political environment in which the future
procurement automation system must exist and sets the
ground rules for secrecy and privacy protection guide-
lines. :

To avoid duplicating material contained in
other publicly available reports, we are enclosing
the Table of Contents of the two Interim Technical
Reports that formed the basis for this Final Report,
as Appendix B to Volume 1. The two Interim Technical
Reports are available from the National Technical In-
fomnation Service, as follows.

AD 783508, ARPANET MANAGEMENT STUDY: NEW APPLI-
CATION AREAS, First Quarterlv Tcchni-
cal Report, Cabledata Associates
Report No. R-148, 5 May 1974.

AD 787039, ARPANET MANAGEMENT STUDY: NEW APPLI-
CATION AREAS, Second Quarterly Techni-
cal Report, Cabledata Associates
Report No. R-160, 5 August 1974.
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EXECUTIVE SUMMARY

CHOICE OF APPLICATION AREA

The charter for this work specified a search for new areas
in which ARPA/IPTO technology can be successfully transferred
to other areas of DoD., We sought not to examire procurement
automation per se, but selected this subject only after
a systematic search, starting with an examination of the entire
Defense budget. We considerec major categories of expenaitures,
labor categories, and the information processing needs for some
of the major cost categories. Llarge scale procurement had all
the characteristics that made it worthy of careful, detailed
examination. Not only were there very large dollar savings

(perhaps $1 billion/year) that could be made here, but

there would be major increases in effectiveness and other bene-

fits not readily quantifiable. However, achieving successful
autamation of large procurements is not at all a straightforwerd
activity. To gain the full benefits possible, it is going to
be necessary to further advance the state of the art of large
multi-user computer netted systems. And, it will be necessary
to restructure and rationalize the entire defense procurement

process.

As this became a much larjer challenge than we anticipated
at the cutset of the project, we chose to focus our limited
resources on this single subject area in depth, rather than
investigate a larger number of other smaller domains for new
applications for computer netting.

At the outset of our investigation, we took same time to
find out how large scale procurements really worked in practice,

in contradistinction to the neat formal way described in




the regulations. These differences are not insignificant. We

seek to address the reality within, as far as possible, the statu-

tory constraints.

Procurement may seem tc be a little removed from informa-
tion processing, but it has many characteristics in which we
could envision important gains by an effective technology trans-
fer of the new computer resource sharing technology, using
computer netting.

Consider the following general characteristics of the
procurement process .

1. The activity is large, Procurement represents

the largest single item in the Defense budget, $45
billion/year. But, 81% of these dollars are involved
in procurements which comprise only 1.7% of the total
number of procuremeats conducted each year. Most of
these large procurements are awarded on a non-comperi-
tive basis. In addition to the cost associated with
procuring these items, there is a cost iceberg which
multiplies the effective cost of conducting a procure-
ment several times over. Components of these costs
include costs from procurement delays, failure to use
tae latest technology, and from the lack of competition
¢r interest in government business.

2. It is labor intensive. DoD procurement regquires
Jarge use of erpensive manpower., Of the 62,000
procurement positions, almost 17,000 are in the

middle management grades GS-il through GS-13, The

DoD procuremcnt payroll alone is $732 million in direct
costs and possibly $2 billion or more if indirect costs
are included. Eclipsing labor costs are potential sub-
stantial imprcvements in effectiveness of the procure-
ments that could be effected by improvements in produc-
tivity of procurement staffs,

3. Procurement is an information intensive activity,

The effective management of the procurcment budget requires
the collection, storage, processing and dissemination of
largc amounts of information. The very costliness of
this presently manual process leads to contracting deci-
sions at variance with gencral public policy considera-
tions., For example, management must award a few large
contracts instcad of many small ones, to ease the burden
on its limited staffs., While saving some management
labor, this serves to act as a barrier to entry. The
market for govermment contracts is constrained in choice
by the increased minimum size which a firm must attain in




order to handle the contracted work.

Delays in the information flow and difficulties in
coordination often result in uncertainty for both sup-
plicrs and buyers. This in itself can lead to costly
and inefficient behavior -- all of which the government
must pay for, one way or another. As will be shown,
substantial bencfits are potentially achievable through
the use of automation. 1In essence, by reducing "inform-
ation costs," we shall show that we can increasec cffec-
tive competition, with resulting savings.

4. Timing. National and congressional concern aver
procurement i3 at an all-time high and probably will be
increasing further. Because of the increased pressures
to skimp on the Defense budget, changes in procurement
procedures in the institution of cost saving methods are
more likely to be acceptable now than at any time in the
last thirty years. Society is now placing more emphasis
on openness in government activity. Procedures which
fail to convince the public and the congress of their
fairness and openness may he expected to be replaced.
And, lastly and most importantly, the technology to sup-
port this form of automation has only recently become
mature.

THE CURRENT STATE OF PROCUREMENT AUTOMATION

Automation efforts for procuring small or routine orders are
well advanced and are already making good use of existing technol-
ogy. However, in that sector where most of the defense dollars
are spent, the full benefits that automation could bring are yet
to be fully felt. And, here is where we have focused our attcen-
tion.

Initially, we surveyed ten systems within the Department of
Defense, as well as scveral maintained by otler government agencies,
each of which is used in automation of parts of the procuremernt
function. Some were mature and fully operational, while several
will be implemented during 1975. Most systems are used in the
routine procurcment of small quantities which can be c¢onducted in
a highly standardiz=d fashion. With the smallest items, those
under $250, the process of procur~ment automation in this form is

almost complete. As tne dollar value of the procurement increased,




we found a progressive reduction in the level of automation.

This shift was simply that non-routine procurements were more
difficult to automate than present systems zllow. It is these
large "systoms procurements® that are the sector of our interest.
Generally, these entail items involving high costs, high technol-
ogy, or high risks. Such procuremcnts accounting for most
dollars are conducted by DoD in a largely manual fashion today.
They require a great deal of individual coordination, multiple

level approaches, political fecisions and exercise of judgment.

PROCUREMENT IN THE 1980s
Objectives

In this report we limit our consideration of automation

solely to those components that do not require the exercise of
judgment. Rather, we show that more time can be available for
thinking if we can reduce much of the routine unthinking paper-
work required by the nature of very large organizations. As a
goal, we believe that it will be possible by the early 1980s to
create and implement the use of new information processing tools
for effectively aiding those involved in the automation of the
large procurements. This will be accomplished not by making
them routine, but by augmenting the ability of human beings to
deal with complicated non-routine problems., The automated pro-
curemert system of the future will require widespread access to
large on-line databases, and an integrated family of gcneral office
automation on-line tools. And, it will require the ability to
manipulate files to monitor the current status, past performance
and costs of specific procurement actions. The general design
objectives of the system include:

o Eliminating paperwork in favor of electronic storage
and processing.

o Facilitating the parallel processing and electronic
transfer of documents, rather than their serial pro-
cessing and manual transfer.

o Maintaining and moritoring user access to the subsystenms,
protecting proprietary and classified information. But,




simultancously permitting better public access for ogpen
files in close conformity with the Treedam of Informa-
tion Act.
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o Facilitating the preparation of reports and forms by
automatic inclusion of previously drafted or reported
material.

o Righlighting the problem areas of a procurement for human
intervention, while leaving the routine document process-
ing to an automated system,

These objectives are more easily stated than accomplished.
Improvements in the state of the art generally believed to mature with-
in the next five years, together with a research and design effort tail-
ored to the needs of procurement automation should permit achievement of
these objectives. More detailed and concrete support for this view will
be found in Section 2, SYSTEMS DEVELOPMENT, and elsewhere in this report,

A system to save $7/hour labor at a cost of $30/hour requires
overall user effectiveness increases much greater than is general-
ly possible with the new capabilities provided. But, on the other
hand, we can find damairs for sigrificant savings at the $3/hour
level. Ignoring the issue of new system capabilities such as
better cryptographic protection than exists today, the job of re-
ducing overall cost by ten-to-one is neither easy nor straight-
forward. It will require research and development, and new
hardware and software designs. We describe this elsewhere in
this report. And we shall show that the full system we shall
need will probably have an annualized cost of about $45 million
per year. But, let us for the moment cdefer the details of the
missing pieces and costs and consider what the payoffs for such

a system might be in the 1980s.

BENEFITS: $1 BILLION/YEAR

Appendix A provides a detailed benefits analysis of our
present estimates of the annual value of the tangible component
of savings which could be realized by the autamation of systems
procurements. Table 1 summarizes these savings into four com:
ponents. The reader is urged to read Appendix A carefully fo.

the assumptions contained in these estimates.
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TABLE 1
TOTAL TANGIBLE SAVINGS

o IMPROVED COMPETITIVE
MARKETPLACE $ 778 M

o EARLIER USE OF LATER
TECHNOLOGY 193 M

©o REDUCED FROCUREMENT
DELAYS 124 M

o LABOR SAVINGS 77 M

TOTAL: $1,172 M

In addition to the tangible benefits discussed above, there
are other, intangible benefits. Thesc include:

0 Increases in the span of control and flexibility
of procurement management.

¢ Improrements in response time for emergency pro-
curements.

o Improvements in the planning and scheduling abil-
ity of government and private industry.

o Increased openness in procurement through the use of
audit trails and otl-r recordkeeping procedures.

0 Better responsiveness to congress and higher levels
of Department of Defense management.

Below we briefly consider the nature of the tangible savings.

Improved Competitive Marketplace Savings

Of “he $1.172 billion in benefits, the largest component is
attributable to an increase in procurement dollars diverted to the
danmain of competitive enterprise in lieu of sole source. Today,
only forty-five per cent of all procurement dollars are spent

in the competitive sector.

Recent congressional studies* (together with independent

judgments on this subject from a number of students of defense

Commission on Government Procurement, Report of the Commis-
sion on Government Procurement, 4 vols., Washington, D.C,: U,S.
Govermient Printing Office, 1972.
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procurement, including Admiral Hyman Rickover)* suggest the
magnitude of savings from competitive, in lieu of t7le-source,
procurements. While competitive bidding is preferred national
policy,** the present procurement system carries an information
burden so large that it can most easily manage only a limited
nunber of large contracts. That these awards need not be large
can be appreciated when one realizes that over fifty per cent of
the dollar value of a systems award is then subcontracted out
anyway. The automated system which we havé discussed is desionred
to reduce the cost of information processing by automating the _
processing of routine information and by augmenting the capability
of those involved in procurement activities. As a result, the
procurement wutomation system will make it possible for DoD to
reduce to a degree the necessary scale size of procuremants. .
These smaller prrocurements tend to lower the minimum effective
size which a firm must have in order tv bid. This not only elimi-
nates the moncpoly held by contractors in specialized areas, it
also will help to smooth the flow of orders to all companies,
large or small. These chanues in the market for government
business would result in lower costs to the government.

Earlier Use of Later Technology Savings

The second component is savings due to the use of more
receut technology. A procurement system that permits you to
order and receive an electronic hand calculator today, it you
want it today, instead of having to order it two years ago, using

the then available technology, represents a saving. This is

*
Hearings Before the Subcommittee on Priorities and Econcmy

in Government, Part 7, Washington, D.C.: U.S. Government Printing
Office, 1974.

"The unrestrained interaction of competitive forces will
yield the best allocation of our economic rescurces, the lowest
prices, the highest quality, and the greatest material progress,
while at the same time providing an environment conducive to the
preservation of our democratic political and social institutio--."

~- U.S. Supreme Court, 1967.
(Reference: CommunicatZon News, November 1974, p. 30.)
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because of the rapidly diminishing cost of integrated circuit
technology. While such savings occur only in very few high
technology areas, the DoD tends to procure a surprising amount
of such cost-declining high technology equipment where this
phenomenon occurs, Most savings are in procurements invclving
substantial amounts of integrated circuitry, particularly digital
circuitry.

Reduced Procurement Delays

There are really two components of savings due to shortened
procurement delay. We have briefly described the first ~-- cost-
declining technology. In the present category we speak of the
"pipe-line carrying charges." Here, reduced procurement delays
can be valued somewhat in the same way that a private firm values
an improved inventory system -~ by the interest saved on the
opportunity cost of the money which would have been tied up had

the delay not been reduced.

Labor Savings

E We have two options to consider in connection with the use of
the potential cost benefits of impoved labor efficiency. 1Initially,
we considered connecting savings into reduced number of personnel.
But, after computing the size of the savings that could be realized
by having the present work force do more, rather than less, it is
our belief that it would be false economy to use the increase in

] effectiveness to merely reduce the numbers of people involved in
the procurement process. There are larger savings to be captured

by making the system more efficient.

1 COSTS AND COST BENEF1TS

We consider the subject of detailed costs elsewhere in this
volume.* In brief, we shall need a new automated system costing
on the order of $45 million per year,** giving us an estimated

benefit-to-cost ratio in excess of 20:1.

—— o 2 i o

*
Appendix A.

%* %
Ibid, pp. A-20 through A-22.
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Any estimate, particularly considering a damain as large
as the $45 bjllion annual procurement budget, is certain to be
off the mark by a wide margin. Finer grain analysis is, of
course, desirable. But, for our purroses, it is sufficient to

know that these savings are so potentially large in comparison to

costs, suggesting that we can be off by a large amount without
altering the conclusions: further investigation in this sub-
ject area should be given high priority in defense computer

] automation planning.

PLANNING FOR TRANSITION

We have to consider the number of present!y operating com-

puter based systems that are used in one way or another in the

g e aa

automation of some procurement activities, Systems are rarely
1 effectively specified unless due considerztion is made of other

existing and planned systems that must interface with the system

Caubo e

design proposed. Interface specifications are most effectively

L3

considered well before the date of anticipated interconnection,
to assure that no irreversible decisions are made that increacse
the cost or difficulty of later interconnection.

In the process of creating a list of the areas of organiza-
tion, software and hardware which we thought were essential to a
complete procurement system, we found that planning or implementa-
ﬁ tion was well advanced in some areas, while in others it was not
yet begun. In several areas, the need for considerable further
effort was evident.

Recognition cf Problem

1 DoD has shown a clear recognition that procurement is an
area subject to improvement by present efforts in automating the more
routine procurement and contract administration activities. How-

ever, there arc several sub-areas where DoD's attention is required.

First, there is @ need for developing comprehensive interface
standards between the various branches of DoD, and between DoD

and its contractors, which will facilitate the exchangz of inform-

ation by automated systems. DoD has kegun the inter-branch definition




of standards via the MILSCAI directive of 10 January 1968. A high
level commitment to this effort is required if the final procure-
ment automation system is not to be unnecessarily limited by incom-
patible standards.

Similarly, we see a need for a comnmitment to the effective
implementation of networking and resource sharing at the opera~
tional level in DoD. The absence of a fully suitable communica~
tions network in being today dampens both the designer's and the
user's propeusity to plan in terms of a large distributed DoD-
wide system., While the ARPANET forms an excellent early model
for such a network, the lack of an operational network with the
desired properties serves as an impediment to serious thinking
about widespread computer netting by opérational agencies. Simi~-
larly, resource sharing between computers, demonstrated by IPTO,
is another missing piece. Although preliminary work has been
canpleted and general research continues, this technology still
is not quite ripe enough. Agreement is needed on hardware speci-
fications and protocols to facilitate the interchange of large
files. Lastly, we have not resolved organizational structure
issues which would make it possible for a manager to share his re~
sources willingly with the manager of another facility. Such prob-
lems will not be solved overnight. But, there is a challenge here
to prepare fcr new computer system architecture now, by plarning
for and fostering it in such a way that management accepts it
when it becomes available.

The last reguirement, which we feel is extremely important,
is the need for an overall plan for the architecture of the final
system. Current DcD planning in computer automation has terded
te be bottom-up in nature, and tue benefits of bott>m-up design
diminish rapidly as the system expands. The time ha:s come for
a comprehensive master plan to accommodate small discrete pieces

of the operation znd coordinate their development among the var-

ious branches of hoD.




IMMEDIATE NEXT STEPS

This study of procurement automation was a preliminary
investigation. It was not intended to be either complete or
definitive. Thus, there are more unanswered questions facing
us now than at the outset of this study. The key difference is
that we now know the questions that we should ask, And, at
this point we believe that there are three topics of paramount
importance that form reasonable next steps to permit getting on
with this development. These involve znalysis, systems integra-~
tion, and syster synthesis. Details of these steps are described
elsewhere in this report and in previous interim reports.,
Analysis

More knowledge is needed about the workers in the procure-
ment labor force. Effort should be directed at developing time
budgets for procurement personnel in order to explore the feasi-~
bility of automating specific clerical tasks. A series of user
profiles and activity time/cost profiles would enable us to deter-
mine which early capabilities of procurement autamation would have
the best payoff, and the best chance of gaining acceptarce within
the existing system. The question we seek to address is that of
determining the true degree of labor savings as a function of
camputer automation,

System Integration

We need to describe much more precisely the hypothetical
endpoint system discussed in this report. In addition, we shall
need a plan for integrating this system with other procurement
automat’on systems. These two requirements call for a detailed,
long range plan and require a better understanding of DoD's pro-
curement operations and a better understanding of the technology

that would be used to bring automation about.

System Synthesis

The automated system itself must be synthesized in more
detail than was done in this report. We should:

1. Determine the first-cut set of user software
applications -- text editors and database
maintenance programs.
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2. Perfomm a first~cut system design.
3. Estimate response times for various user loads.

4. Evaluate the procurement automation system hard-
ware configuration using a multiprocessor throuch-
put model.

5. Determine the division of tasks between user
terminals and procurement automation system centers.

6. Perfomr a first-cut design of the intelligent
terminal to be used with the procurement automation
systen.

7. Perform a first~cut design of the cammunication
system and its protocols.

These operations in tarn will direct our attention to pos~

sible gaps in our technology, and will help to determine the
order, scope and timing of procurement automation.

Research Components: Missing Pieces

One question that naturally arises is, why not agsign the
work directly to an operational agency and let it get on with the
task of specifying and proceeding with a complete system deéign?
The reason, as described earlier, is that there are simply too
many pieces that will require research.

Consider the following: many, or even most of the capa-
bilities we describe can in fact be demonstirated in primitive
form in the near term. The problem is not in demonstrating
that it can be done, rather it is that of lowering costs and im-
proving performance by innovative design, plus research, plus a
very good understanding of what is really needed.

Remote time-shared systems in the $30+/hour range exist to-

day for handling moderate size data bases. The necessary cost per

*
hour for this system is on the order of $3/hour, a factor of
1/10th, plus greater capabilities in a number of system sectors
(described elsewhere in this report) including:

1. Communications networks. The ARPANET packet switching
technology is ideal here. Bui, other than experimental net~

works, a full network of the desired size does not yet exist.

Expectations for its availability in the time period of in-
terest are excellent.

*
The $/hour cost estimate for the system described later in
this report is $2.74. See p. A-20, Appendix A.
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2. Low cost smart terminals. This system will require

very large numbers of simple, low cost intelligent termi-
nals. Low cost (on the order of $1000 per terminal) is
required for widespread access; local processing is re-
quired to tailor the inexperienced user interface (invisible
to the user) to the overall system interface, to reduce

the load on the central processor, and to aid user authen-
tication and file protection.

3. Large multiprocessor. The system will need to support
about 22,000 terminals with an estimated peakload of 11,000
simultaneous users in the configuration considered. On tne
basis of eleven centers (for survivability and reliability
considerations) this means that each multiprocessor system
must handle 1000 simultaneous users. We show a first-cut
design for such a system in this report (page 43). Since
such systems do not exist today, design and evaluation work
is clearly needed.

4. Large memories. This system is predicated on the exis-
tence of a hierarchy of memories. These extend from a multi-
port high speed main memory .ble to handle about fifteen
simultaneous user jobs, through very high bandwidth swapping
disks to large intermediate storage to very large archival
files. The first-cut design pushes the 1974 limites at each
level of the hierarchy. Very effective software will be re-
qiired to provide user service without delays. Improved
memory capability will be highly desirable here, but the
present state of the art nced not stop system development.

5. Multi media conferencing. To permit effective communi-
cations among geographically distributed individuals in-
volved in major procurement requires the ability to effec-
tively conduct meetings using electrical communications in
lieu of physical travel. Some work has been done on com-
puter terminal conferencing, some on voice conferencing.
Additional work, particularly on improved human factor inter-
faces, would be helpful and is neecded here, together with
inclusion of other media, such as band compressed video.
facsimile, and electronic chalkboards.

6. Graphical input/cutput. devices. The fullest develop-
mcnt of a procurcment syscem requires handling line draw-
ings. While facsimile input and output is possible,
storing, retrieving and transmitting in such form does not
make cefficient use of the communications channel and the
digital memory subsystems. More effective data compression
techniques, dcsigned specifically for line drawing applica-
tions, have payof{ and would be useful.

7. Text reader input/output. During the early era of
procurement automation, much input will be in the form of
typewritcten or printed text. OCR machines exist today able
to adapt to uncontrolled multiple fonts.

13




Unfortunately, their error rates are still uracceptable:.

A long range standard for interim input formats would be
useful, but will require an appreciation of the present
ztate of the art of readers, anticipated stat: of the art,
and an understanding of forms, databases and procedures
necessary in procurement autamation. Also useful would be
development of better input mechanisms.

8. Software. Of al) the missing pieces, none is so ob-
vicus as the specialized software required. As this des-
cription is lengthy, we leave it for discussion elsewhere.
Essential software system building blocks needed are des~
cribed in Section 2, SYSTEM DEVELOPMENT.

INSTITUTIONAL CHANGES

Tﬁere are two sets of institutional changes that were con-
sidered in this study. The first are the changes in the insti-
tution of procurement caused by the changes in technology envision-
ed. For example, the new capability permits creation of a more
efficient management structure. The extended effective span of
management control allows greater overall centralized control
simultaneously with an increasingly decentralized manpower organi-
zation.

The second type of institutional changes that we consider
are those attributable to a modified political and social er-
vironment in the era in which the automated procurement system
must live.

in particular, we have explored three changes in this environ-
ment that affect systems design. First, there is the implication
of an expected long term diminishing percentage of GNP allocated
for Defense purposes.*
' The second change considered is the implication of a broad-
ened Freedom of Information Act and the resulting ovening of
almost all governmental expenditures and contractor selection

decisions to greater, more detailed public and congressional

- - - -

*

This is described briefly herein (Section 2, pp. 48-50) and
in Appendix G of the First Quarterly ‘fechnical Report, ARPANET
MANGEMENT STUDY: New Application Areas, Cabledata Associates
Report R-148 (NTIS #AD 783508), 5 May 1974.
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scrutiny.* Also discussed is the finding that significantly

less reliance can be placed on the use of natioral security sec-
recy sanctions within the future procurement system. As a prac-
tical matter, it is shown that such sanctions, even agairst fla-
grant violations of the secrecy acts, are ineffective. The remeldy
is so toothless that most classification efforts will probably be
self-defeating.** Almost paradoxically, there will be an in-

creasing peed to protect personal files and company proprietary
; *hkk
informatgon within this system. The subject of hardware and

software*means for obtaining secrecy and privac& protection with~-

in this system has been discussed in the interim reports.****

*See Section 2, p. 50. Also, Appendix G of the First Quarter-
ly Technical Report, ARFANET MANAGEMENT STUDY: New Application
Areas, Cabledata Associates Report R-148 (NTIS #AD 783508),

5 May 1974.

*k
Volume II of this report is devoted to a detailed treat-
ment of this important issue.

*hkk .
See Section 3, p. 58.

khkkk
See Appendix D cf the Second Quarterly Technical Report,
ARPANET MANAGEMENT STUDY: New Applicaticn areis. Cabledata
Associates Report R-160 (NTIS #AD 787039), 5 August 1974
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1. INTRODUCTION

OBJECTIVE

| This report summarizes a one~year study by Cabledata Associates
directed toward finding applications and ways to aid the cechnology
transfer of the computer netted system development sponsored by the
Informatior Processing Techniques Office of the Defense Advanced
Research Projeccts Agency to unmet needs present in the Department

of Defense.

TECHNOLOGY TRANSFER

Our primary interest is in seeking applications f;r technology
still in the laboratory stage. Thus, this volume deals primarily with
the subject of technology transfer. It will be of primary interest to
those who are in a position to improve the defense procurement process.
It is thus addressed to defense policy makers within the Department of
Defense and the Congress, and to computer technologists who will have
to advance the art if the payoffs possible are to be turned into reality.

The effectiveness of federal research is being increasingly ques-
tioned. Study after study suggests that the lack of p.yoff results
most often from the institutiuaal boundary between the research environ-
ment that cemands novelty and the domain of operations that cannot afford
the risk oi untried tcchnology.* Effective technology transfer seeks to
shorten the time to application in be:iter using benefits of already com-
pleted research, and to create a better guidance for new research. Given
enough time the development would eventually be used anyway, but a very
high price is paid for lack of capability for the decade that can pass
from the tirmc that a new technology is feasible and the time that it is
effectively used.

TECHNOLOGY TRANSFER ANLC U7 ...naION: Recommendations for Redirecting
the Emphasis and Correcting the Imbolance, National Academy of Engineering,
prepared for National Science Foundation, February 1974. (Available frrm
NTIS as #PB-232 123.)
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What we have sought to accomplish in this present work is to
provide a Ybridge for technological transfer of some computer netting
research into fitting a major defense need -- improving the procure-
mwent process. In the present case we face two hurdies: some missing
technology plus lack of a single focus of responsibility capable of
all forms of the following elements necrssary to c:onvert a possi-
bility into a reality:

o research and development

~ computer and communications systems implementation
o procurement policy

o procurement operations

The present effort by Cabledata Associates is unique in that
it went. far beyond the limited confines of addressing more than a
single part of this problem under normal research charters. But
there is a problem at this point. There is no single "customer"
for this work with the complete responsibility for the next steps.
Thus, while we shall show that the potential for savings found is
huge -- possibly over $1 billion annually ~- if we have to make
bock on the outcome of this activity, our expected conclusion is
that the findings will most likely drop in the crack between or-
ganizational responsibilities and further examination of this area
will be deferred indetinitely. As a minimum, this report may rep-
resent an intercsting case study of the need for institutional re-
form in one major sector of defense expenditures -- the procurement
process -- if the possible economic benefits of govermmental invest-

ment in research is to be turned into reality.

REASONS FOR SELECTION OF PROCUREMENT AS A DOMAIN YOR COMP'JTER NETTED
AUTCMATION

The reasons for selecting procurement are several. It is the
largest single expenditure item in the Defense portion of the
Federal budget. And, procurement is primarily information proces-
sing in nature, requiring coordination of gecographically distributed
offices. 1In short, its nceds come close to matching the new capa-

bilitics wrought by computer resources using packet switching.
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tures of $500,000,000 or

Table 2 lists major DoD budget items representing expendi-

TABLE

2

more in order of size.

DoD BUDGET - MAJOR CATEGORIES

Item Amount ($x10°) .
73 | '74 | ‘75| ‘73 | ‘74 | ‘15 | page*

Procurewment 18.57 {18.75 §19.87| 21.6 |21.1 | 21.0 | 289
Industrial Punds 8.83 | 9.25 | 9.54] 10.3 {120.5 |210.1 | 342
Research, Development, Test & Ev.| 8.11 | 8.30 ] 9.30] 9.4 9.4 9.8 32
Army Persunnel 2.79 | 7.78 | 7.98] 9.1 8.8 8.4 | 266
Ar Force Personnel 7.40 | 7.49] 7.50| 8.6 8.5 7.9 ' 269
Mr Force Operation & Maint. 7.15 | 7.21 | 8.14] 8.3 | 8.2 | 8.6 | 280
Army Operation & Maint. 7.90 | 7.6c | 8.03] 9.2 | 8.6 | 8.5 ] 2717
Navy Operation & itaint. 6.00| 6.89 ]| 7,93 7.2 | 7.8 | 8.4 | 278
Navy Person;el 5.50 -5.74 5.81] 6.4 6.5 6.1 | 267
Military Construction 1.46 | 1.82 | 2.25| 1.7 | 2.1 | 2.3 | 320
Marine Personnel 1.59 ] 1.68 | 1.74] 1.8 1.9 1.8 262___

) Defenss Agencies, Oper. & Maint. 1.51“- 1.69 1 2.10f 1.8 1.9 2.2 | 2R2

" Corps of Erginecrs B R N G 2 T A T
Fanily Housing 0.86 | 1.2 | 1.290 1.0 | 1.3 | 1.4 330
Army Nat. Guard, Gper. & Maint. | 0.45] 0.55 | 0.61] 0.5 | 0.6 | 0.6 | 286

" Mr Nat. Guard, Oper. & Maint. | 0.47 | 0.54 | 0.61f 0.6 | 0.6 | 0.6 | 287
Marines Oé;;;tion & Maintenance 0.44 i 0.48 O'SiL, 0.5% 0.5 0.5 1 279
“otals 85.98 88.45 94.78 100 100 100

Source: Appendix to the Budjet of the United States Government,

Fiscal Year 1975.

It can be seen that procurem:nt expenditures are twice as

large as the next largest ite. and comprisc 21% of the DoD budget.

Because of its sheer size and naure, considerable absolute

savings could be realized if even a little effort is saved in each

procurement as a result of applying computer network automation to

the procurement process.
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What Is a Typical Procurement?

When the total dollar volume of procurement is broken down by
size, a not commonly appreciated pattern emerges. Table 3 lists

the FY1973 experience with procurement by the type of award.

TABLE 3

FISCAL YEAR 1973 PROCUREMENT
BY TYPE OF AWARD

Cateqory Amount (million §) Number (thousand §) Average value ($)
Intragovernmental 3,033 744 4,083
Under $10,600 3,652 9,578 3el
Over $§10,000 (subtotal) 29,913 177 169,000

Pixed price 20,752 154 134,750
Cost reimbursable 8,923 20 448,400
Other 238 3 79,300
Total 36,920 10,499 3,517

Source: Office of the Assistant Secretary of Defense (Comptroller), "Military Prime

Contract Awards and Subcontract rayments or Commitments ~ July 1972 to June 1973,"
Table 16.

Of a total of $37 billion,* $30 billicn involved procurements
whose value was more than $10,000. However, these procurements
comprised only 177,000 of the 10,499,000 procurement actions which
took place during the year. That is, about 1.7% of all procurement
actions had an average value of $169,000, although the overall

average procurement in 1973 had a value of only $3517.

*

The $36.920 billion estimate here fails to match the $18.57
billion in Table 2 because other line~items (e.g., operations and
maintenance expenditures) involve procurement as reported to OASD.
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A "typical" procurement is usually thought of as the result of
a random drawing from the population of all procurements. It is in
this scnse that the average procurement is ¢ften thought of as
typical, even though its value is only $3,517. Table 3 shows that
the size distribution of prccurements is skewed, and tnat the average
value commonly used is a deceptive summary measure. This skewness
is a result of combining two types of purchasing under the heading
"procurement." The first type is the purchasing of routine items.
The second type involves the acquisition of specialized products
which are highly technical, highly risky, very complex or very
costly. The dollar value of specialized in distinction to
routine procurements clearly comprises most of the total volume of
procurement, while the reverse categories dominate the numbers
column in Table 3. These two types of procurement are presently
handled by very different mechanisms. Because of its dollar volume

we shall concentrate on the specialized procurement.

The Cost of the Procurement Activity

The Defense budget provides only an estimate of the cost of
the items being procured. Also of specific interest to us is the
cost of procuring the items. The National Commission on Procurement*
estimated that the procurement work force in DoD totaledv66,000 in
1971. This accords with our own estimate that about 51,000 man-years
per year are allocated to procurement within DoD.** The direct cost
of these man-ycars was estimated to be $732 million, with overhead

likely to push the total to $1.5 to $2.3 billion.

Source: Report of the National Commission on Governn«nt Pro-
curement, Vol I, Appendix E, 1972. The Report itself consists of
four volumes and its reading is highly recommended to any reader
seriously interested in this subject.

* %

Carson E. Agnew, "The Magnitude of the Procurement Activity: A
Preliminary Assessment," ARPANET MANAGEMENT STUDY: New Application
Areas, R-148, Cabledata Associates, Palo Alto (May 1974), Appendix D.
(This is the first Quarterly Technical Report of the present project.)
Available from NTIS as AD783508.
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The True Cost Iceberg

The visible portion of procurement activity is like the tip of
a very large iceberg. The true cost of the procurement activity
necessarily goes beyond the visible portion of costs in the same
way that the true size of an iceberg includes the portion hidden
under water. The tip of the cost iceberg is the DoD manpower com-
mitment to the procurement process. Along with this one finds a
similar industry expenditure on procurement personnel; since the
government is more centralized than its vendors, it is not unrea-
sonable to estimate on the basis of contractor paperwork that in-
dustry ‘also spends at least another $700 million on direct costs of
procurement. When normal indirect costs are computed, for overhead
and secondary manpower support, the figure could almost double. A
ballpark estimate, therefore, yields a manpowex cost (direct and
indirect) in the neighborhood of $2 billion per annum.

We will show in Appendix A that we can save a little of this
expenditure directly. But the real savings potential in the cost
iceberg lie in the inefficiencies of the procurement process, also
considered in Appendix A of thi: volume.

Aside from the four measurable components of saving considered
in Appendix A, amounting to over $1 billion annually, there are
other dimensions where savings might occur. Cost and time overruns
represent another large penalty which can hopefully be trimmed.
Some recent estimates have concluded that as much aslone—third of
the procurement budget is consumed jointly by inflation and by bad
information inputs.

A hidden cost, but one which may be larger than all the above
combined, and one that we have not explored quantitatively, is the
failure of the system to encourage feedback and learning. The
pProcurement process is so cumbersome and unwieldy that changes and
innovations after the contract is signed are discouraged. Changing
a contract means dealing with review chains, forms, and sequential
approvals. If problems occur during the contract, which is inevi-
table in highly complex projects utilizing unproven technology,

then the burden of proof is on the firm to justify the proposed
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change. Guilt and recrimination are among the joint products accom-
panying any major procurement. The “learning curve" is not properly
utilized. vValuable experience accrued during the execution of the

contract may be buried and forgotten. From a biological point of

view, one might call procurement a "slow-learning" system, since it
] systematically discourages the generation of feedback information.
Continuing the analogy, procurement may be said to lack a reflexive
steering mechanism; it has poorly developed sensing equipment, and
responds slowly to changes in the environment. The true cost of
this failure is difficult to estimate, but we suspect that it is

significant.

THE LABOR-INTENSIVE NATURE OF PROCUREMENT

The initial rationale for studying the distribution of Defense
Department labor costs was that the cost of an administrative func-

tion consists of two factors:

Quantity of Cost per
fpERl QEbos g labor required X unit of labor
cost )

for performance required

Automation can be used to reduce the labor input required to
perform a given function, but only at some cost for hardware, soft-
ware and operaticns. Since current automation technology is charac-
terized by large fixed costs, regardless of the function to be
automated, it is best to choose functions involving large numbers
of expensive man-hours as the first to be augmented by automation.

The quantitative dimension of this observation can be seen by
é looking at the distribution of labor cost among DoD employees graded
by the Civil Service in relation to the distribution of the numbers
of these employees. The employees of the Defense Department employed
in procurement are roughly comparable in grade and pay to all the
graded DoD personnel. The average direct salary of these employees
is $7900, and the median is $11,500. But the distribution of these
costs tells an important story.

There are two peaks in this distribution. One of these occurs

in grades GS-11 through GS-13, and the other in grades GS-3 through

Gs-7. Employees in the higher of these two ranges, paid between
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$16,000 and $24,000, occupy the middle managerial positions. The
lower group, paid between $7000 and $12,000 per year, are lower
managerial, clerical and secretarial personnel. The upper mana-
gerial ranks begin at about GS-15 with salaries of $29,000 and up.
This distribution suggests that middle management positions of the
type common in procurement are good candidates for information auto-
mation. The "supergrades" GS5~16 and above comprise 0.28% of the
graded positions ana account for only 0.71%’of the wage bill. On
the other hand, grades GS-11 through GS-13 comprise 27.6% of the
personnel and receive 40.2% of the wages. Based on our estimate of
the cost of procurement given above, these three grades alone
account for $294 million per year in direct salary expense and

perhaps $600-$900 million with indirect expenses.

The Procurement Work Force

Some of the characteristics of the procurement work force can
be found in the National Commission on Procurement reports.* The
Commission's profile of the population shows marked differences
between the civilian and military personnel connected with procure-
ment. Some examples of the differences are:

1. Experience. 7% of the military group have less than
10 years' experience and 34% of the military group is in
grades GS-13 and above.

2. Age. 59% of the federal government procurement
civilian work force is over 46 years of age while about
60% of the military group is under 35 years old.

3. Responsibility. 18° of the civilian group is at
GS-13 level and above.

4. Education. <he civilian group average was high
school plus about three months of college, while 64%
of the military group were college graduates with
about 25% with graduate or law school degrees.

5. Composition. 92% of the total staff is civilian;
8% military.

These numbers provide useful insights into the characteris-
tics of the users and their probably acceptance of new automated

systems.
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The largest component is the civilian component. Here we must
accommodate an age-education group that has in past automation ef-
forts been the most reluctant and difficult to adapt. (The younger
the staffs and the greater the education level, the more comfortable
they tend to bc with computer terrinals and automated processes.)
Older workers tend to object less after they are shown that they
will be "buffered” from the terminal and there is no loss of job
security. But, some past automation efforts have failed simply
because they were sabotaged* by the older workers who feared the
system. For example, automation of newspaper typesetting has been
held up many years becausc the older workers were reluctant to
retrain -- even with offers of job security.

These numbers tell us that we must be very careful to design
and implement the system in a manner that is least threatening to
its user constituency.

If the goal is as we believe it to be, the more effective use of
existing staffs, then the composition of this work force suggests the
automation system has an additional role in providing computer-aided
instruction to compensate for the high rate of personnel turnover an-
ticipated, as well as offering cross-training to increase job interest.
A policy of not filling some of the positions as they become open dur-
ing the next five years should suffice. But if, as we believe, the
goal should be making more effective use of existing staffs, then the
composition of this work force suggests that the computer also has a
role in computer aided instruction here for the high turnover component

anticipated, plus making the job more interesting for all.

THE GEOGRAPHIC DISTRIBUTION OF PROCUREMENT

We live in a big country, and the geographic distribution of
procurement spending and employment reflects this. Some represen-

tative measures of dispersion are shown in Table 4. Becaus@

This word sabotage is used precisely in its original meaning,
deriving from the "sa-ots" (shoes) that the 19th Century Franch
textile workers threw into mechanizcd looms to protest possible
loss of their jobs. Automation is not new, neither is resistance
to its adoption.
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defense contractors and interacting government agencies are dis-
persed throughout the country, the procurement activity is similariy
distributed. This necessitates travel and communication expenses
which could, for example, be decreased if confcrences could be con-
ducted remotely by electronic means; if approvals and comments could
be gathecred automatically; if correspondence related to each procure-
ment could be more rapidly generated, handled and centrally filed.
The new computer retting art makes an automated procurement system

that can perform these functions closer to reality than possible in

the past.
TABIE 4
GEOGRAPHIC DISTRIBUTION
OF GRADED CIVILIAN EMPLOYMENT
DoD, employment
Percent of total as a percent of
Regior DoD employment. in non-agricultural
this region labor force
New England 4.29 .94
Middle Atlantic 11.31 .80
East North Central 9.16 .62
West North Central 3.99 .72
Southern Atlantic2 17.88 1.70
East South Central 5.55 1.35
West South Central 11.39 1.79
Mcuntain States 6.94 2.39
Pacific Coast 20.63 2.17
District of Columbia 8.78 12.86

Does not add to 100.00 because of overseas employees.
g Except District of Columbia,
Sources: U.S. Civil Service Commission, 1972 Annual Report, (March 1973)
p. 63

V.S. Bureau of Census, Statistical Abstract of the United
States: 1973, p. 229




At aie

PROCUREMENT IS AN INPORMATION-INTENSIVE ACTIVITY

Procurement requires the processing or ia:3e amounts of infor-
mation by many different groups and individuals. A systems procure-
ment of even moderate size will involve a systems command headquarters
and one or more of its local branches, several non-service agencies
from ti.. Nepartment of Defense, contractors and sub-contractors, and
membere of Congress and the public. The information processing
function performed by these groups requires the creation, reproduc-
tion, distribution, perusal and filing of large numbers of document..
Conferencaes, telephone calls and briefings are also activities car-
ried out in support of the information processing done by these
groups. Indeed, sc much of the activity carried out under the
heading "procurement” is pure information processing that it seems
correct to characterize it as an "information-intensive activity" as

well as a labor-intensive one.

New Solutions to the Problem

Until now it has always been necessary to process information
manually. Even a year or two ago the state of the art in computer
and communications technology was insufficient for automation to be
an economic alternative to most of the paperwork load here. But
emerging technology, especially the developrient of national digital
communications networks and of minicomputer systems which access
large mass memories, begin to make it possible to augment the infor-
mation processing ability of human beings by automated means. The
goal here should not be a one-for-one replacement of highly routine
manual procedures. Rather the opportunity exists to provide new
features in the emerging systems to make people more productive by
unburdening them from having to store, retrieve and transmit routine
information and limit involvement to dealing only with exceptions.
Office procedures will be revolutionized by the disappearance of
paperwork and the increased use of parallel instead of serial
procedures. We can seek to cause the markets for goods and services
themselves to operate more efficiently, because the information on

which decisions are based will be more readily and rapidly daccessible
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and more widely distributed. To be more specific here requires a

few observations from cconomic theory.

Information Failure and the Non-Market Nature of Procurement

In a "pure" ncoclassical market, supply, demand and price
play crurial roles. The producer, facing a known supply function,
decides to raise capital and bring a product to the marketplace.
The product price and characteristics are chosen to maximize the
return to the producer's efforts, and are highly affected by con-
sumer tastes. The producer normally takes action, in the form of
advertising, which is designed to affect consumer preference in
favor of his product. To the extenrt that this process is success-
ful, consumer pretference and the producer's supply possibilities
will be matched by the producer to achicve maximum profits. The
consumer exercises his preference by spending money, and this
currency is the information medium of the market. The market is,
primarily, an information system.

The procuremcnt process works very differently. First, it is
the buyer, not the seller, who takes the initiative to develop a
product. The government agency, through internal means, will rccog—'
nize that it has a need, and will move to interest suppliers. The
risk capital is usually supplied by the consumer, not by the pro-
ducer -~ although in some cases the producer and consumer will share
the risk in some measure. The supplier is discouraged by disallowing
overhecad costs for advertising, on the assumption that the consumer
knows what he needs without undue influence. The consumer often
pays for the product before it is completed, and if dissatisfied,
must pay the full cost anyway. Decisions are centralized in the
bureaucracy, and normally there is a monopsony. Price is very often
not the determining feature of the decicion, with variables such as
timeliness and quality taking precedence; in some extreme cases
{such as the Polaris missile) price is an almost irrelevant con-
straint. Consumer preference is revealed through a long non-
monetary process, and often the object of procurement is to help
crystallize preference. In short, information is not processed or

distributed in a manner which produces efficiency.
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Procurement involves a market, but it is not a neoclassical

market. The distinction is crucial, since if we assume a neoclassi-
cal market, then structural changes designed to change information
flows so as to alter incentives and performance would be misapplied
and inappropriate. Rather, some of the information functions which
operate to make a neoclassical market efficient ought to be

adopted in non-neoclassical situations. In particular, the

i decentralization of decision= and the emphasis on consumer satis-
faction can be promoted by changing the information flows which

operate in the procurement process.

The Role of Costly Information

The procurement process is information intensive. 1Its
present structure seeks t» minimize costs associated with ob-
taining, storing, processing and disseminating informétion. For
example, because the information required for effective manage-

ment does not increase in proportion to the dollar value of a

contract, a work-saturated management system will tend to favor
the issuance of a small number of large contract orders instead
of a large number of small ones. And, because the requirements
for information increases significantly for contracts that go
out to open bids, there is a tendency to use a variety of non-
competitive procurement methods instead of competitive ones.
This tendency towards large contracts awarded on a non-
competitive basis represents rational but subhoptimal behavior
on the part of procurement management. From their point of view,
they seek to be as efficient as possible in their operation, sub-
ject to the constraints of existing procurement law and regulation.
There are a number of good national policy reasons that
suggest that a larger number of smaller contracts are prefer-
able to a smaller number of large contracts. An increased num-
-ber of smaller contracts reduces the variance of a company's
business backlog. More importantly, this mode increases competi-

ion by decreasing the minimum size a firm must have to handle
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a given contract. A non-competitive award is another way of
saying that the contractor, for any one of seventeen allowable
reasons,' has a monopoly on at least one sector of the govern-
ment's business. Since 65% of all procurement dollars are spent
in this non-competitive sector, this is not an unusual condition.
If economic theory holds here as it does elsewhere in the econamy,
the price to the govermment must contain an invisible loss compo-
nent. The magnitude o4 this difference has been estimated** to
be as great as 50%. It should be emphasized that no one steals
this monopoly state profit. Every penny is accounted for to the
govermment. But, the amount of the fee is directly proportional
to the total size of the contract. Thus, there is a little less
disincentive to hiring of armies of partially competent people

in preference to a smaller number of persons better matched to
the tasks. Without competition there is really no way of knowing
whether a better or cheaper alternative exists. Again, this is

not saying that defense contractors are making excessive total

profits. This is a low return on investment business. Rather,

*
Based on FY72 data, these are:

1. National emergency (sub-total) 5.2
A. Labor surplus area & indistry set-aside 0.6
B. Small business set-asides 4.5
C. Balance of payments program 0.1

D. Combined small business/labor
surplus area set-asides
. Public exigency
Purchases not more than $2,500
Personal or professional services
Services of educational institutions
Purchases outside U.S.
. Medicines or medical supplies
(Footnote continued on next page.

N0t W
O b = O bW

0
2
2
3
5
4
)

*k
“The Acquisition of Weapons Systems," Hearings before the
Subcommitteec on Pricrities and Economy in Government, of the
Joint Economic Committee, Congress of the United States, Part 7,

Washington, D.C.: Superintendent of Documents, November 1973,
pp. 2593-2594.
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the loss is merely one in efficiency that the govermment must
always pay in the end.

We believe that the observed absence of competition in pro-
curement is more realistically a consequence of the way in
which procurement is managed, rather than vice-versa. However,
once the lack of potential competitors is noted, this observa-
tion reinforces the tendency to manage a few large procurements.
We believe that the driving force behind this process is not the
lack of bidders but the costliness of information under the
current procurement process. A major component of the savings
that are considered in the Cost-Benefit Analysis (Appendix A),
is based upon new information automation capabilities for pro-
curement officers to handle the information which is collected.
These features of an automated system should allow a reduction
1 in the size of a typical procurement, with & consequent lowering
of entry barriers and an increase in competition. We show in
Appendix A that this increased competition can provide substan-

tial tangible savings to the government.

3 8. Supplies purchased for authorized resale 0.9

F 9. Perishable or non-perishable subsistence 3.4
3 10. Impractical to secure competition by

formal advertising 24.3

11. Experimental, developmental, test or research 12.8

12. Classified purchases 0.3

13. Technical equipment requiring standardization
and interchangeability of parts 0.4
14. Technical or specialized supplies requiring
substantial initial investment or extended
period of preparation for manufacture 18
15. Negotiation after advertising 0
16. Purchases to keep facilities available in the
interest of national defense or industrial
mobilization 5.7
17. Otherwise authorized by law 2,1

Note: The percentages add vp to only 89.9% because the other
10.1% were formally advertised.

30




TIMING FOR POSSIBLE CdANGE

The procurement process has been singled out for institu-
tional updating through the formation of the National Commission
on Procurement and, more recently, through the creation of an
Office of Federal Procurement within the Office of Management
and Budget. The Report of the Commission has been a valuable
tool to us during our work. But the Commission's Report is
also interesting for what it does not say. It does not, in par-
ticular, address the automation issue. We believe that many of
the Cormmission Report's objectives could be much better met
provided such capabilities existed. The absence of inclusion oé
demands for information automation may be simply because th-re
was no realization of what could be done. Rather, the Report's
authors limited themselves to viewing the future without an
appreciation for the full impact of the new technology.

Congressional concern with the issues of procurement reform
is high. This may be a good occasion to raise the subject of

what technology can do here that legislation alone cannot.
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2. SYSTEM DEVELOPMENT

This chapter addresses the issue of desirable characteristics
of the procurement automation system of the 1980s. This requires
a consideration of the functions which can be performed by auto-
mation and an extrapolation of the capabilities of software and
hardware technologies through two generations of computing mach-
inery, as well as a projection of the future environment of a
procurement automation system.

Starting with the concept that major economic and other bene-
fits occur with the contemplated form of information processing
automation, several questions defining the subject are appropriate:

1. What would the system configuration look like, if
built by the mid 1980s?

2. What would the system do for its v:ers?
3. What software will be needed to support these needs?
4. What hardware configuration will be needed?

5. What environment will this system face then?

CONFIGURATION

For sake of discussion, we describe a hypothetical system
below to serve the entire DoD procurement activity. This is

useful in estimating costs and benefits as well as in specifica-

tion of desired system properties.

Figure 2 shows a sketch of the potential users connected to
their communications interface.

Figure 3 shows a sketch of the user communications network.
Shown is a terrestrial packet network, but packet radio would
probably be even better here. Connected to this network is a

set of eleven computer centers.
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Figure 3. Packet network connecting eleven central computer sites.

*See Fiqure 5.

Figure 4 shows a sketch of a test experiment that could be
conducted in which only a few dozen people could be used to simu-

late the performance of a "test-bed" system.

33




A few dozen
users

ARPANET
s | |
il

N < ST PDP-10
all

*
O__’___’A
%ﬁﬂl r— PDP-10

Sl

i
o

I

:{Eﬁ\ Figure 4. Test-bed experiment.

Pl

SERVICES )

Table 5 describes the applications as seen by the user,
the procurement functional needs performed in each application,
and the specialized hardware or software required for its per-
formance. This table, then, provides a brief description typical

*
of the type of services we would envision in the late 1980s.

*Many of the software features and the procurenent functions
which they support are described in more detail in Cabledata
Associates' First and Second Quarterly Technical Reports, both
entitled ARPANET MANAGEMENT STUDY: New Application Areas,
favailable from NTIS: AD 783508 and AD 787039, respectively),

5 May 1974 and 5 August 1974.
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TABLE 5

AUTOMATED APPLICATIONS SUPPORTED IN A MATURE PROCUREMENT AUTOMATION SYSTEM

indexed by content, source, cross ref-
erence, etc.

forcement
o Common reference for DoD and con~-
tractors

Application Bricf Application Procurement Functions Special Hardware or
Name Description Supported Software Required
Procurement ‘taintains for retrieval a laxge (:»1010 o_Preparations of WS/RFP/IFB and General purpose information
reference char} data base of procurement rcgula- contracts retrieval system, linited
system tions, specifications and standards, e Contract administration and en- text editor, OCR processor

On-line office

Drovides text creation and editing
facilities, plus file handling and
storage, for prccurament documents.
Includes access control and tracing for
correct routing, accountability and
security.

e Prcparation of WS/RFP/IFB, pro-~
posals and contracts
e Internal document preparation

Full text editor, suppcrs
for “"smart" terminal, on-
line file handler, access
trace and security modules.

Procurement data
retrieval systeu.
Typical files in~
clude:

BROKER

Contractors*
file

Procurement
status system

Supports retricval (by specified in-
dexes or by content) oL volatile, rcs-
tricted or limited-interest information.

Information on c¢ost and performénce of
high technology items, intended for use
in place of negotiated procurements.

Information on past performance and
current activity of DoD contractors.

Data on status of all DoD systems pro-
curements, including names of cognizent
individuals and crganizations and
»lanned routingof procurement documents.

o Advertised and negotiated bids
e Comzletion of large systems con-
tracts

e Source evaluation and selection
e Preparaticn of WS

e Procurement scheduling (with DoD
and among contractors)
e Manpower allocation

General purpose information
retrieval system

Network protocols, access
checking, forms processing

Security checking

Data capture from access
trace facility

On-1line conference
and review system

Permits synchronous conferences or
asynchronous (e.g. parallcl) review of
text on-line. Records comments and
access history.

®» Source evaluation and selecticn

e Pre~ and post-award conferences

e Internal meetings (substitute for
travel

FORUM-1like conference
system, network protocols

Electronic message
service

dorks in conjunction with on-line
office to eliminatc drafting and trans~
mission of hard ccpy documents.

e Internal procuremant planning
e Contract administration

Message system, Cryoto-
graphic software/hardware,
text editor

Porms processing

Automates the entry of data into re-
Juired and optional forms.

e Bid or propos:l preparation

Forms capture software,
“smart” terminal

Logistics manage-
ncnt systems,
such as:

Base inventory
control

Automated ordes-
ing and billing

Supports a variety of orocurement finc-
tions relating to logistics items.

Monitors requirements and utilization
of items at basc level, summarizing by
command .

‘‘echanizes papervork for entire loyis~
tics procurcment process fcr routiac
items.

e Advertised procurements
Logistics management

General purpase data
management system, in-
¢luding distributed cata
base support

Accounting support
systens

Provides acccunting and management
roporting for logiscics and systems
srocurements.,

e Procurement management
e Contract administration

A variety of separace
systems sharirng some of
thcir data bascs

The mature system which we envision would augment the pro-

curement process in several ways; some familiar, such as the in-

ventory control functions performed by logistics procurement

systems, and some new.

The new functions include:

o Information retrieval -- such applications as the pro-—=

curerent reference system, the contractors' file and
the procurement status system all attempt to make the
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task of remembering details a problem for machines and
not for people. By using a system which can rapidly re-
trieve information by its content or by some index,
procurement personnel will be able to focus their at-
tention on the larger problems of systems procurement.
This division of labor is likely to be highly procuc-
tive, because people are good at solving and working
with fuzzy problems, while computers can remember facts
perfectly.

0 On-line communications -- is supported by applications
such as the on-line office package and the conference
and review system. Taken together, these systems make
it possible to conduct much of the business of procure-
ment -- such as drafting reports and correspondence,
reviewing other documents, and coordinating a geographi-
cally distributed activity -- without repeated retyping
of documents, and with a substantial reduction in travel.

o Efficient and econamic procurement of a wide variety of
items -- can be accomplished through the logistics and
accounting routines (many already in place) as well as
through new systems such as the BROKER system. By main-
taining information about DoD needs and about product
prices and characteristics, considerable savings in time
and money should be possible, since all alternative sup-
pliers and all demands can be considered at once.

These areas and the applications which support them may
sound rather futuristic to the reader of this report -- like an
ode to the MIS concept, written several years too late. But it
should be emphasized that the applications listed in Table 5
are part of the current state of the art and exist in some pre-
liminary or operational form. For instance, the reference sys-
tem and other information retrieval tasks such as BROKER could be
supported (at least conceptually) by one of the general purpose
retrieval systems such as the Stanford University SPIRES system
or Lehigh University's LEAD: - - " ¢ by the Avionics Central
System at Wright-Patters. . 2\i: rce ‘tase. The ARPANET exists
and works quite well and conferencing experiments such as FORUM
exist. Message service exists via SNDMSG and LINK. There are a
number of on-line text editor/terminal systems, such as XED, NLS,
or TECO, but in all cases the human factors are not fully appro-
priate to the task. The BANANARD program is very useful here and
comes very close to the sort of human factor input/output that

will be needed for a system for non-experts.
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SOFTWARE MODULJ'S FOR THE PROCUREMENT AUTOMATION SYSTEM

Table 6 shows the software modules which would be required for
the complete im~lementation of a mature system supporting the first
six applicatior.s shown in Table 5. Those modules listed under the
Operating System could be provided by an existing system for an
experimental tec. or by new hardware or software for a maximum ef-
fectiveness tailvred specifically for the function. The list
presented here is not intended to be definitive.

The required nodules include language compilers and inter-
preters to be used in writing the other code used by the procure-
ment automation system (2.1). In line with the recommendations on
security and privacy, the compilers would be inaccessible to system
users. (No user code would be executed at most sites.) The file
handling system (2.2) is required to manipulate user files, and
includes sorting and report generation packages. The file handler
would also have to interface with the system security modules in
order to verify the ability of a user to access or modify a file.

The information retrieval system (2.3) and the text editor

system (2.4) form the core of many procurement automation system

applications. The submodules listed in these two secticns would

not all have to be written together. For instance, the smart
terminal support and composition commands of the text editor could
be included after the basic file change commands were implemented.

The forms processor module (2.5), the graphics processing
module (2.6) and the FORUM facilities (2.7) each support a separate
application within the procurement automation system. Two sub-
modules of the graphics processor support the input of graphics,
coding and storage, while the other supports the retrieval or
géneration of graphics for on-line use. The FORUM features can be
similarly decomposed into a synchronous conferencing module and an
asynchronous review and comment module.

Finally, the access trace processor (2.8) and several miscel-
laneous routines (2.9) are used for a variety of purposes. Access
trails can be generated with respect to users or files or programs.

Normally these trails are dumped off-line and a report generator
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TABLE 6
SOFTWARE MODULES FOR THE PAS

e —

1.0 Operating System

2.0

2.8

2.9

1.1 Scheduler
1.2 Resource allocation
1.3 Storage managenent

1.3.1 1/0 drivers
1.3.2 Audit trail generator

1.4 User terminal control

1.4.1 Communications terminal control
1.4.2 Network Control

1.5 bDiagnostic and recovery package

1.5.1 System reconfiguration
1.5.2 File recovery
1.5.3 System performance monitoring

1.6 Security

1.6.1 User validation/verification file
1.6.2 Encryption/decryption
1.6.3 Storage protection

1.7 Accounting

1.8 Canmand language processor

System Software Modules
2.1 Language compilers and interpreters
2.2 Data management (file handler cammand language)

2.2.1 Tape/disk file creation, deletion, update
2.2.2 Sorts
2.2.3 Report generators

2.3 Information retrieval system

2.3.1 File definition
2.3.2 File maintenance
2.3.3 File search {command language processor)

2.4 Text editor(s)

2.4.1 Basic file change commands
2.4.2 Support for "smart" terminal
2.4.3 Camposition (typesetting) cormands

2.5 Forms processor
2.6 Graphics processing

2.6.1 1Input processing
2.6.2 Retrieval/gencration software

FCRUM facilities

2.7.1 Synchronous conferencing
2.7.2 Asynchroncus (review and comment)

Access trace processor

2.8.1 Report generator
2.8.2 Data capture
2.8.3 Audit trail

Miscellaneous

TTYTST

HELP, EXPLAIN

LINK

SNDMSG and FEADMAIL
KWIC index generator

(VAR SNSE S
CECRCRCRY
vawN -




program is used to reccnstruct them in a coherent fashion. The audit
trail facility, however, should permit tagging particular users or
transactions so that they will print out in real time at a particular
secure terminal. The miscellaneous submodules are intended to give a
non-inclusive list of some features which the system would probably
have. Abbreviations are based on TENEX and other contemporary time-

sharing system commands.

A HARDWARE CONFIGURATION

An overall system diagram has been shown in Figure 3. A con-
ceptual hardware block design to support automated DoD procurement
activity in each of the 11 sites is shown in Figure 5. The design
proposed is not intended to be a definitive statement; its intent
is solely to suggest the mature system can be built in the 1975-1980

time frame at modest cost using only mature hardware technologies.

MAIN MSMORY 1.048 MB 0.75 US ACCESS: NEW ACCESS EVERY 0.1 US (16 BIT)
42.66 MB/SEC TOTAL BW, 2,66 MB/SEC/PORT
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\_T/ (' NETWORK COMMUNICATIONS J 5D = Swap Disk; 9.6 ¥B, 5.2 Ms access, 1.8 MB/sec Xfr,
Py PROCESSCR @
. §0C - Swap Disk Controller. Mecmory ports 1 and 2
e dynamically available to either SDy ports 5 or 6
FL made available to SDCs by diagnostic processor if
1 or 2 fails,
PD ~-File Disk) 200 MB, 27 Ms access, 1.6 MD/sec Xfr.
FD u PDC « File Disk Controller {16 spindles max.
L 12 )
NX = Netvork Interface. Serial data put directly into
e Data Path main memory buffers.
e mwma=a=--a- Control Path

HCD - Hard Copy Device; COM unit, printer, OCR and/or Etc.

HCC - Hard Copy Controller

Figure 5. Host computer system.
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The hardware system consists of two major parts:

1. A number, on the order of 11, of host computer
centers, each specialized for efficient handling of
a particular sector of procurement data processing
requirements. Growth would be evolutionary after
the first two or three.

2. A packet switching network connecting these
hosts. This network could be a self-contained
broadcast satellite system or an overlay user net-
work on a commercial packet switclhing network using
telephone lines.

The host computer's central processor in Figure 5 is a multi-
processor using seven independent minicomputers as central proces-
sing units. Serving the processors are memories organized into a
four or five level hierarchy ranging from solid state random access
main memory to an archival bulk memory (located at one or two of
the hosts) such as Ampex's TBM or a full complement of 32 moving
head disk drives (6400 MB). The architecture proposed is somewhat
unusual ~- the use of a group of minicomputers in a multiprocessing
configuration to control a very large complement of peripheral
storage. We chose thics configuration primarily because:

1. The desired performance at the desired high
reliability level could not be met with the more
usual system configurations.

2. The system configuration lends itself to privacy
and security maintenance techniques.

3. The low cost and very powerful processing capa-
bilities of some of the new larger minicomputers
provide a system of total overall lower cost than
other alternatives considered.

The host computer system is structured so that no single hard-
ware subsystem failure can seriously degrade system operation --
with the inevitable single exception. That single suibsystem that
remains critical to host operation is the main memory. However, the
main memory can be partitioned so that no single failure would make
more than 25% of the memory unavailable. Most failures would not
affect more than 6.25% of the first level memory's capacity. At
this time we believe that the main memcry can be built with an MTBF
(mean time between failures -- unanticipated errors) in excess of

1500 hours. The MTTR (mean time to repair) is 30 minutes for 90%
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of the failures encountered. Peripheral subsystems are divided into
twn sections, so loss of one section will not affect operaticn of the
other. Peripheral controllers can be distributed across the memory
ports so that failure of any one port cannot affect more than half of
the rotating storage media peripherals. Each peripheral con-

troller accesses two control ports and is serviced by one of two CPUs
as dynamically determined by the CPU assigned the diagnostic function
role. In most cases a malfunctioning CPU's functions can be taken
over by another CPU upon direction by the diagnostic CPU without
necessity for human intervention. The CPUs would all be plug com-
patible allowing a spare CPU to be recabled to replace a malfunctioning
CPU in a matter of minutes.

The diagnostic CPU (or pair of diagnostic CPUs) would be the only
CPU(s) in the system dedicated to a unique function. The CPUs assigned
to resource allocation, file management and communic§tion have specific
tasks by virtue of their I/O bus connections to particular controllers,
but can share in the general computational load as directed'by the
operating system software. If more computational capacity is needed,
additional CPUs can be connected to spare memory ports 15 and 16 shown
in Figure 5.

The cost effectiveness advantage of using CPUs of modern design
over conventional mainframes is significant. A comparison between
three CPUs (the IBM 370/145, the DEC PDP-10 and the Interdata 7/32)
was reported in an earlier report.* Gibson mix** calculations were
made for each of the three configurations described and a somewhat
arbitrarily defined fiqure of merit was calculated for each of the
machines. There was a factor of 50 between the price-performance
ratios of the best and worst CPUs. Table 7 shows the final hardware
cost estimate derived from this study.

- s e - ———— - - - - - - -

ARPANET MANAGEMENT STUDY: New Application Areas, R-148, Cabledata
Associates, Palo Alto (May 1974), Appendix I. (This is the first
Quarterly Technical Report of the present project.) Available from
NTIS as AD 783508.

* %

C.G. Bell and A. Newell, Computer Structures: Readings and

Examples (New York: McGraw-Hill Book Company, 1971) pp. 49-50.
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1 TABLE 7
COST ESTIMATE, EACH CENTRAL COMPUTER INSTALLATION

1 Memory unit

modular
512K 16/32 bit words -
Systems Concepts Corp.

(same type as to be used in
Illiac IV memory) $1,000,000

4 Disks, swapping media
DDC #9113 @ $54,000 : 216,000

16 @ 7330 Mass disk (Itel)
50 ms maximum, 20 ms average
100 Megabytes @ $13,000 241,000

6 or 8 @ $30,000 Processors 250,000

Axrchival store,

such as

Ampex terabit w/14 transports
. + channels & cabling

€.44 x 1011 bits 720,000

Cabling, cases, consoles,
flooring, etc. 300,000
1000 Modems/Concentrators 250,000
2,977,000

Table A-5 of Appendix A shows the cost estimate for the total system

of which the hardware portion described is only a part.

ENVIRONMENT

We cannot realistically talk about any future system without an
appreciation of the environment it must serve, therefore let us con-
sider the environment for this system in the 1980s. To do so we
shall first assume that the procurement process will remain basically

unchanged in legal and administrative structure during the next decade.
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Secondly, we assume that there will be no radical changes in the mix
of Defense purchases. But, we also postulate some changes in the

environment. 1In particular, and most importantly, will be an anti-
cipated tighter overall constraint on the level of Defense expen-
ditures. Our reasons for this hypothesis are in order. Let us
consider the environment of the last few decades. Here the national
concern about defense against a foreign aggressor was so overvhelming
that the Department of Defense was able to request, and Congress to

a generally high degree concur in providing a significant percentage
of federal spending, constituting a relatively high percentage of

the National GNP annually. For the last 30 years Defense accounted

for the overwhelming portion of governmental expenditure.

Figure 6 shows some clear changes in these trends.
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Figure 6. U.S. defense spending.

Sources: (1) Neil H. Jacoby, Corporate Power and Social
Responsibility, (Macmillan, 1973) pp. 225-245.

(2) The Economics of Defense Spending: A Look
at the Realities, Department of Defense (Comp-
troller), SupDocs #0800-00176, 1972.
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For example, consider the trend of national defense expenditures in
current dollars. It is a clearly rising curve. But, if we consider
DoD expenditures in deflated (constant FY1969) dollars, the picture
is different; this curve is a straight line showing essentially level
spending since 1952. And, lastly and most importantly, if we con-
sider the Defense budget as a percentage of GNP, the best measure

of national priorities, we see a rapidly declining curve.

These trends suggest that funds for defense will be increasingly
"tight." If we believe that a nation's priorities are expressed in
the nation's budget, the signal to the future defense planner is
clear. Less money as percentage of GNP; prol:ably even less money in
terms of constant dollars.

The public consensus for unquestioned support of Defense expen-
ditures has disappeared, and may not appear again unless the nation
faces a unifying catastrophic challenge. Therefore, the burden of
efficiency and cost effectiveness will be increasingly felt by DoD
management in the face of public scrutiny and criticism.

During the last seven years public trust (as measured in a
number of opinion polls) in all large institutions in the U.S., par-
ticularly the Department of Defense, has declined dramatically.
Although detailed opinion polls do not exist we believe that a cor-
responding level of trust in the honesty and wisdom of those involved
in day-to-day procurements may have also diminished. This, in
absolute terms, is unfortunate. But, if those who attack defense
expenditures on economic grounds were also to fortify their position
by questioning the present procurement system, which seems to require
that over half of all procurement dollars be spent in a non-competitive
fashion in order to operate without overload, it could pose a potential
crisis. Thus, the new system capability sought in this report for
economic and defense needs may be needed for a completely different
se. of reasons -- public distrust of the process. We may never again
see an environment where the defense procurement process is the sole
concern of a small group of trusted leaders whose decisions are
rarely to be questioned. Extrapolation of past trends takes us to a
domain where openness and accountability may be essential in designs

for DoD procurement automation in the future.
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3. NEXT STEPS

Carrying the existing procurement automation system from the
present to the future calls for planning. Effective planning calls
for a knowledge of what exists and an assessment of the availability
and importance of any pieces of the final system which do not exist.
This chapter addresses these issues in summary form. In review,
many of the components required for future procurement automation
already exist. A few components, including tangible and i:;iangible

items, do not exist and must be developed.

WHAT EXISTS?

Appendix C contains the results of a survey of what exists ncw
and in the near term in DoD procurement automation efforts. Existing
systems are summarized in Table c-1. As will be seen from Appendix C,
routine small scale procurement support activities have enjoyed the
highest degree of automation. This is true at the base level (e.g.,
CIAPS), as well as at the branch level (e.g., ALS, ALPHA).* 1In
addition, the Defense Supply Agency's support mission (e.g., SAMMS)
has fostered a broadening of interface standards both between branches
and across to contractors. The activity is well known, and both the
organizational structures and software appear to be mature; that is,
the automated procurement functions are carrying an increasingly
heavier operational load. Also, the contract administration facet of
logistic procurement (e.g., MOCAS) enjoys an important operational
role.

- o = e = O e = o

A description of these systems is contained in Appendix C,
SURVEY OF PROCUREMENT AU.TOMATION SYSTCMS IN PRESENT USE.
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These systems are not in themselves or in concept completely
handling the job. However, the most importcnt parts have been ac-
complished: (a) the thinking has had a chance to be tempered by
experience, (b) the design facilities, the programming shops (e.qg.,
the Design Center at Gunnard AFB) are in full operation with an
experienced staff, (c) the implementation and retrofit headaches
have been faced and solved, and (d) the evaluation and re-design
procedures are in evidence. In organizational manpower and tech-
nological aspects, the capability appears to exist upon which to
expand and grow. Necessary resources appear to be generally avail-
able, albeit unmobilized.

However, the picture is less developed for the domain of large
scale specialized, or systems, procurement. As was previously men-
tioned, such large systems procurements are qualitatively different
from routine item procurements. The former are almost by definition
unique. DoD has not yet developed "mature" management concepts for
automating the systems procurement process. But, some approaches
(AMIS, SAFEGUARD, MIS) have explored and designed key segments of
_the process.

A leap of faith might suggest that the cumulative experience
of the last 15 years will be sufficient to render workable, prac-
tical designs for the systems procurement problem. In favor of
this view is the observation that systems such as AMIS were not
developed in a vacuum. AMIS is sensitive to its sister, ALS, and
to the MILSCAP directive itself. It is therefore guided and con-
strained by existing systems while it pushes forward the state of
the art.

Another key element that already exists is the DoD "information
utility" (FLITE and Avionics Central). The procurement process as
detailed earlier* relies hzavily on such text as ASPRs, the U.S. Code,

the Comptrollcr General's Report, and the Federal Reporter. It is

*ARPANET MANAGEMENT STUDY: New Application Areas, R-148, Cable-
data Associates, Palo aAlto (May 1974), Appendix E. This is the first
Quarterly Technical Report of the present project.) Available from
NTIS as AD 783508.
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gratifying to discover that some of this material resides in machine
readable form, accessible by advanced s<orage and retrieval systems.
(In fact, we have encountered numerous cases of complete duplication
of databases and their maintenance.) FExamples of advanced systems
such as FLITE's extensive library (120 disk packs, soon to double)
and Avionics Central's software package suggest that many formidable
tools are already in place upon which to stari building the next
generat.on procurement automation system information utility.
Lastly, and most importantly, OSD has shown clear and consis-
tent interest in fostering the development of procurement automation
and managerial streamlining in general. The MILSCAP directive is
0SD's catalyst, and although the MILSCAP concept has been obliged to
undergo several overhauls, its integrating effects are in evidence

in every system that we surveyed.

WHAT IS MISSING?

After our survey of current automation efforts, we found that
many of the necessary capabilities for an integrated procurement
automation system exist, at least in conceptual form, but there are
'some clear gaps that will need attention:

1. Comprehensive external standards.

2. A low cost, widespread effective computer communica=-
tions network capability such as the ARPANET for
operational use plus a computer resource snaring
capability.

3. An overall resource sharing system design.

4. Architecture tailored for large populations of non-
computer-oriented users.

5. Research needed on some critical areas.

Standards

The external standards problem needs to be addressed both
generally and in specific. That is, interface standards between
contractors and the internal branch MIS must be established. This
issue can be considered in two stages:

1. Defense procurement consists of two sets of inter-
actions, those solely within government and those
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between government and with contractors. To obtain

the degree of automation being sought it will be neces-
sary to extend the domain of this automation to include
inputs and outputs from potential contractors.

As a matter of public policv, there is a limit both
to the degree and the speed with which private industry
practices can be modified to fit the clerical processing
needs of government. A long lead time would be helpful
here in permitting business (especially those for whom
defense business is a secondary market) to conform to
MILSCAP-type standards and procedures in their contract-
or pre-contract-related interactions.

2. A different uspect of this issue occurs in the area
of large systems procurements, which involve corporate
management information systems (MIS). The government's
procurement problems are reflected microcosmically in
every large corporation. Compared to the DoD's $50
billion procurement budget, a large defense contractor's
procurement efforts may seem miniscule. However, since
there is a 50% flow out of defense funds in subcontracts,
it seems rational, and possibly inevitable, that some
time in the future an interface can be achieved between
government and private MIS, especially for those activi-
ties which involve large continual flows of information.

The actual list of standards, protocols and procedures
that will have to be considered are beyond the scope of
this study. But, it is not too early to start work if
these standards are not to prove to be the pacing element
in develomment. The cost of undoing bad standards is
probably exceedel only by a lack of standards.

Computer Communications Network

While the ARPANET exists and is a proven concept, there is an
attitude by the designers of today's procurement automation systems
that no suitable network exists today which makes it easy to inter-
connect widely different systems together. While AUTODIN has been
in service for many years providing digital communications for
computer systems, it was never designed for the characteristics
important to accommcdate the full flexibility, fast response time,
low cost and channel capacity commensurate with the loads that
massive computer netting implies. There is a clear need for new
computer communications plant capacity more appropriate to the
degree of computer netting desirable and necessary. More specifi-

cally, the procurement activity is necessarily one that is highly

distributed geographically. The DoD systems mentioned previously




encompass dozens of sites with end users scattered over hundreds of
separate facilities. Several projects are said to have experienced
severe constraint in their planning and/or operations due to an
absence of adequate cost effective communication links. An effec-
tive DoD-wide procurement system will place a heavy requirement on
communication facilities and it is unlikely that a patchwork or ad
koc approach will prove satisfactory to DoD for several reasons
including system reliability, response time and costs.

The absence of a viable communications network in being for
such interccnnection today dampens both the designer's and user's
propensity to think in terms of a DoD-widc heavily netted system.
Without this infrastructure the branches ccrrectly feel that inter-
system integration is a far off dream, not an imminent reality. A&an
affirmative 0SD commitment to the creation of adequate communica-

tions facilities here will be needed.

Resource Sharing

The computer resource sharing issue also needs to be addressed.
Dozens of large computer installations are being utilized in today's
procurement automation. Each center also supports large databases.

A rough calculation yields several hundred disk packs of active data,
backed by several thousand archival tapes. New computer resources
are being continually purchased, despite increasingly severe bud-~
getary constraints, and we already see a duplication of databases
occuring.

The ARPANET experiment serves as one example of what we do know
about distributed, resource sharing computer networks. A test demon-

stration and a very large workable system are not the same thing.

System Architecture

The overall system architecture is a new stvbject here. There
are two levels of system architecture, the macro level and the
micro level. First, at the macro level we see the past approach
of the patching together of irdividually designed subsystems a less

effective technique in the future. The benefits of bottom-~up system
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design diminish rapidly as the overall system expands. Even at this

stage of procurement automation there exist several unfortunate

areas of incompatibility. Conceptually, OSD has confronted the

problem via repeated commitment to MILSCAP. Operationally, a

design gap has emerged. The procurement automation system as des-

cribed in this report represents one attempt to fill the design gap.
At the micro level there is a lot of work to be done on resource

shared system design -- particularly for systems composed of a multi-

plicity of minicomputers connected to serve a multiprocessing environ-

ment. As this subject has been discussed earlier in this study, it

will not be considered in detail at this time.

Research Needed

ARPA/IPTO's charter is DoD-wide research. Of most relevance to
this charter is the following discussion of areas that will require
additional research before this system's feasibility can be.regarded
with confidence.

In the past the Department of Defense could afford to proceed
with large systems to be built before workable technology existed.
This may have been justified in an era where defense was not con-
strained by lack of dollars. Today, the political realities of
fiscal frugality will make it unwise to proceed with a large system
design until the fuzzy areas are defined and proven to be within
near reach. Thus, the next steps may not be able to come from the
operating agencies until the needed foundation research is first
performed by others.

The research needed is really a matter of degree. 1In the
following we delineate a number of subject areas where research
would be helpful, but it would still be possible to build parts of
the system without all the research listed successfully performed.

ARPA/IPTO is already actively engaged in research in almost
all of the following areas in its present and tentatively sched-
uled Program Areas. What may be most helpful here is a coupling
of the research being performed to also address the specific needs

and requirements of the procurement automation described in this

report.




1. Graphics. A procurement automation system capable of
handling the bulk of DoD procurement activity must deal
with some graphic material. Computer-based graphics in
the form of digitally encoded representations of graphic
entities present a difficult and expensive problem. It
takes a great many bits per image to even approach the
pertormance of paper-and-pencil engineering drawing tech-
nology. The information needed to approach the capabili-~
ties of half-tone printing of photographic technologies
is very large indeed, even with sophisticated image com-
pression techniques.

Techriques such as computer retrieval microforms or
videodisk technology suffer from the defect that substan-
tial portions of the hardware cannot be shared. Other
systems require high bandwidth communications lines and
all require that the graphics storage and/or display unit
be separate from the computer which stores or displays
the text. This inability to multiplex users on the same
hardvare raises the cost of graphics storage and trans-
mission required to support adequate service.

Digital encoding techniques are as yet very expensive
because they require a large amount of computer resources
to drive the displays.

2, OCR technology. A bottleneck in creation of large
files of text is the transfer of the text from printed
documents to a machine readable form. Keystroking
methods are expensive. Optical character reading (OCR)
technology holds some promise as an economical method
of machine-encoding printed documents. OCR equipments
work very well where only a single tightly controlled
type font must be handled. However, when we consider
the state of the art of OCR where an open-ended number
of fonts must be considered we find that all systems we
considered are either unable to read printed text or
can read the text at an error rate (resulting from mis-
recognition of characters) which is unacceptably high.
{One observed error rate was six percent; an acceptable
rate would be less than 10~%.) However, many of the
errors resulted from the machine's inability to separate
such common digraphs as 'th' and 'fi' into two letters.
We wonder if simple modifications of the basic technolo-
gy may be all that is required to achieve a significant
improvement in the error rate.

3. Intelligent terminals. The potential user population
for the procurement automation system will consist of
relatively naive pecople (in the sense of inexperience
and impatience with typical computer user interfaces).
The intelligent terminals research can assist here in
several ways:

a. Sophisticated text editing facilities like

NLS can be made more accessible through pre-

processing of commands at the user's terminal.
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b. Support of large user populations becomes more
feasible if the demand for CPU cycles at the server
can be reduced by intelligent terminal processing.
The NSW (National Software Works) project might
apply here.

c. Since much of the procurement activity revolves
around standard forms, an intelligent terminal

; could do much to reduce the amount of "boilerplate"
information the users must enter. Furthermore, on-
line help in filling out these forms could reduce the
need for reprocessing of incorrectly filled out
forms.

4. Secure systems. The security requirements of a procure-
ment automation system could range from protection of
military and AEC classified information to protection of
vendor proprietary data contained in proposals or technical
data packages.

In a related area, the validation of users (identifica-
tion and verification of access capability) will be essen-
tial if proposal and contract approvals are to be decne on-
line. This problem is equivalent to the verification of
SNDMSG sources to prevent messages from being distributed
over a fraudulent signature.

5. Interoperability with existing systems. Users of the
procurement automation system should be able to access
existing services such as Avionics Central at Wright-
Patterson AFB (on-line ASPRs), DDC, IAC, and DSA
procurement automation facilities.

In addition, the close connection between logistics
and procurement, especially in a military emergency,
makes it desirable to interface the procurement automa-
, tion system in some way to existing and planned Command,
3 Control and Communication systems. It is not clear how
i such interoperability can best be achieved.

6. Teleconferencing. Existing voice and computer-
mediated teleconferencing systems are artificial and
weak, and do not eliminate the need for personal meetings.
By extending the capabilities of the procurement automa-
tion system to multimedia including high resolution, on-
line graphics, secure facsimile, digital voice (secure
and unsecure), many of the problems related to a given
procurement might be ironed out without the need for
travel.

3 7. Advanced memory technology. Any procurement automation
system which supports on-line preparation and retrieval of
RFPs, RFQs, proposals, ASPRs, TDPs (Technical Data Packages),
etc., must include very large memory caracity for storage
and retrieval.

Furthermore, the potentially very large user population
inside and outside DoD will require large scale timesharing
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systems which will in turn require large shared memories
to realize fast response in a virtual memory environment.

Advanced System Design

We have described a number of research items that will be highly
desirable in moving towards the goal of building a new procurement
automation system. Simulitanenus with such research it will be neces-
sary to start those next steps of preliminary design needed to define
the system in detail. These would include:

1. Review the paper flow, record keeping and reporting
activities of the current procuvrement system (in DSA and
each of the armed services). Catalog the tasks of each
level of the procurement hierarchy that can be helped
most by access to new generation information processing
capabilities.

2. Determine the geographic extent of the system, the
number of DoD procurement offices and number of contrac-
tors (and subcontractors) involved.

3. Catalog existing procurement related information
activities.

4. Prepare a detailed system design and implementation
plan.

NEXT STAGE RESEARCH REQUIRED

The work described in this report to this point is necessarily
highly preliminary. There are a number of immediate next steps
that are needed to address some critical issues necessary in ap-
proaching the subject of procurement automation in a carefully

structured manner.

Improve Accuracy of Payoff Numbers

This present report suggests that large magnitude savings are
potentially possible. However, these early numbers were based upon
some relatively gross subjective estimates. Further refinement of
these estimates is both possible and desirable. Therefore, we
suggest that one task needed is to draw up finer, more disaggregated
components together with a specific proposed system description to

permit a more accurate estimate of potential payoffs.
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Perform Manpower Analyses

1. Prepare time budgets by worker category in procurement.
How much time does each person in each category spend in

each of a number of component tasks?

2. Explore the feasibility of exchanging time at a computer
terminal for each of the component tasks.

3. Generate a series of user activity profiles that permit
determination of common computer-base’ applications.

4. Determine which early capabilities will have the highest
payoff.

Perform Initial Systems Synthesis

1. Determine first-cut set of urer application soitware =--
text editors and data base maintenance programs.

2. Create a test "fill-in-the-form" program for data
capture, etc. This program would permit a non-computer
terminal person to effectively interact with a large
database almost solely via a question and answer inter-
action.

3. Perform a first-cut operating system design.

4. Estimate response times for various user loads and
tasks.

5. Perform first-cut design on an intelligent terminal
tailored for procurement automation purposes.

6. Expand the multiprocessor throughput model and use it
Lo evaluate the proposed procurement automation system
hardware configquration.

7. Determine the optimum division of processing tasks
bstween either or both the terminal and the procurement
automation system center.

8. Perform a first-cut design on system architecture:
a. processor architecture {(choice of appropriate
pProcessor)

b. hardware/software for file handling
c. memory hierarchy

d. paging structure

e. fault diagnosis and security

9. Prepare a first-cut design on communication system
and its protocols.

Perform Tnitial Steps for Later System Integration

1. Describe hypothetical desired end system in detail.




2. Develop a general plan time-staged for integrating
proposed system with other procurement automation
systems,

3. Develop a detailed overall very long range phased
plan.

4. Create a test bed demonstration of use of a terminal
for automating some procurement functions including:
a. preparation of complete contracts with
automatic boilerplate
b. use of reasonable human factors to match non-
computer user's needs.
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APPENDIX A

COST-BENEFIT ANALYSIS
OF PROCUREMENT AUTOMATION
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CONTENTS

During the course of its studies, Cabledata Associates
focused on procurement as an area where computer technology and
computer networking could possibly produce significant savings
or improvements in effectiveness to the Defense Department. This
appendix quantifies the costs and benefits associated with the
hypothetical procurement automation system discussed in this
report.

We have factored the tangible payoffs to be found from
procurement automation into four components. These are: labor
savings; savings from earlier use of cost-declining technology:
savings due to the opportunity cost of capital; and savings from
improving the campetitive marketplace. 1In the following, we
shall show that in the aggregate over a billion dollars a year
could be saved through procurement automation, at a cost of
about $45 million per year, or a benefit-cost ratio in excess

of 20:1.

METHODOLOGY )

The methodology used in this study for estimating benefits
is the concept of alternative costs. We assume that costs
saved through procurement autamation represent true savings in
resources and thus can be counted as real benefits. We further
assume that cost savings will not themselves induce any substan-
tial increase in procurement activity. If we keep the induced

increase in demand for procurement services fixed, then there can

be no additional costs or benefits associated with any increase.




In same cases a rate of interest has been assumed for the
opportunity cost of money, for purposes of estimating the present
value of certain changes in the timing of procurements. Although
the country is currently passing through a period of record in-
flation, we have assumed an equivalent interest rate of eight
per cent. We chose this particular rate because we use present
value or current dollars, rather than inflated dollar figures in
our estimates and do not believe recent very high interest rates
are a nomal state.

Our procedure is to categorize procurement by type of pro-
curement. We limit our analysis to the data for FY 1973,* which
i5 representative of DoD procurement spending. Given the dollar
spending in each area, we estimate the fraction of this amount
which would be affected by autamation. Summing these effective
savings over all types gives an estimate of total savings. We
add spending for research, development, test and evaluation
(ROT&E) to procurement spending only in those cases where we
think it likely that such RD1T&E procurements will also be affected
by automation.

Each table in this appendix contains same subjective judgments.
The reader may or may not agree with these estimates. In such
cases, the reader is urged to replace any such estimate with his
own judgment and then recompute the totals. In any event, we
believe that the end conclusions will be somewhat similar: the
size of the potential saving far exceeds the anticipated costs
shown in the tables.

Each of the next four sections discusses the detailed evalu-

ation of savings, one point at a time.

LABOR SAVINGS $77 MILLION PER YEAR

Approximately 61,000 procurement personnel are paid annually
over $800 million in salaries. The distribution of these salaries

by GS grade is shown in the first three columns of Table A-1l.

Source: Office of the Assistant Secretary of Defense (Comp-
troller), Military Prime Contract Awards & Subcontract Payments or
Commitments: July 1972 - June 1973, March 1974.
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TABLE A-1 |
ASSUMED LABOR SAVINGS AS A j
FUNCTION OF LABOR GRADE i
Grade L Salary,$M ;a'l“’ien;e Pgtgztigl
Exec 5 .216 0 0
18,17 2 .072 0 0
16 143 4.919 2 .098
15 65 2.088 5 _ .104
14 155§ 43.365 10 4,338
13 4011 95.371 15 14.306
12 6113 107.714 15 16.155
11 6987 117.881 15 17.682
10 663 10.200 10 1.020
9 7204 100.812 10 10.081
8 1246 15.805 5 .790
7 5660 64.880 5 3.244
6 3639 37.599 5 1.880
1 5 8723 80.783 5 4.039
| 8680 71.853 5 3.593
3 5487 40.444 0 0
2 1054 6.885 o 0
1 149 .859 o 0
Total | 61,387 | B801.766 2 d7:230
Average saving = 9.6% Average saving = $13,060
Source: Department of Defense Fiscal Year 1975 Budget
(Appendix), p. 964 and pp. 977-980.

The procurement automation system which we have described
will principally affect the middle grades of the civil service.
These levels are equiv. lent to grades GS-11 through GS-13. In

addition, we anticipate that substantial numbers of employees

in grades GS-4 through GS-10 will also find some of their time




saved through procurement autamation. The choice for the addi-

tional impact in the higher grades is based on the assumption

that the tools proposed for automating systems procurements prin-

cipally will affect the efficiency of management functicns very
much more than clerical functions.

In Table A-1, column 4 shows our estimates of the time
which could be saved by each level of the procurement hierarchy.
Average saving in time is 9.6%, or about 46 minutes per person
per day. Based on actual expenditures, this would amount to a
saving in current dollar terms of $77.33 million per year.

Notice that the estimated time saved is not the same as the
estimated time which we believe procurement personrel will spend
interacting with their computers. The typical time interacting

with the computer is about an hour per day per person.

COST $

SAVINGS
iy

W p SN, SR s SN, SN S D | S—

| /

L

| i [~ —

! }

' [

| l

: |

' |

I i

' |

| |

: 1 TIME
PRESENT  AUTOMATED
SYSTEM SYSTEM DELIVERY

DATE:

ORDER DATE

Figure A-1l. Savings attributable to use of later
(cost-declining) technclogy.
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COST-DECLINING TECHNOLOGY, $193 MILLION/YEAR

Automation of procurements for cost-declining high technol-
ogy goods can result in substantial s¢ rings to the government.

It allows the governmment, in effect, to place its order for the
item at a later point in the technology's development. Figure A-1
illustrates the way in which this effect is translated into a
cost saving.

In any procurement system there is a delay between the time
when goods are wanted and the time they arrivé. If the system
requires a long lag for order processing well in advance of the
4 time of delivery, to obtain an item by a particular delivery date
E the order must be placed at some earlier point in time at a cost
shown by the descending carve. If through automation it is pos-
sible to move to a "can order" date which is later in time, ad-
vancing technology will result in lower costs. Imagine a hypo-
thetical procurement system, say today's. If it takes X months
fram the time the goods must be ordered to the date needed, T,
another system that requires only X-3 months will permit a saving
if we are dealing with goods whose price is tumbling. Of course,
few things in our economy are doing that right now, but certain
types of high technology, such as integrated circuitry, are among
them. Today's calculator can be purchased for less than one
bought earlier on a lay-away plan. The Defense Department is a
1 major purchaser of cost-declining technology items.

To estimate the amount of savings, we first mast look at
the types of items which are procured, and estimate the fraction
of the components which involve cost-declining technology.

Table A-Z starts with iteﬁized categories of procurement
expenditures. Column 4 contains subjective estimates of the per

cent of components in contracts by item which involve cost-

declining technology. These are generally the areas of electron-
ics, communication equipment, and missile and space systems, which
make heavy use of integrated circuitry. Here a significant amount

of money is involved in cost-declining activities. In many other
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areas, such as construction and the procurement of subsistence,
textiles, clothing and equipage, we believe that there is some,
but very little, cost-declining technology expenditures.

Column 5 shows subjective estimates of thé percentadge rate
of cost reduction possible per year due to the use of improved
technology. These estimates are based essentially on the average
: observed rates of technical progress in the industries represented
by the items in the column. For instance, overall rate of fall
in costs in electronics and communication equipment is estimated

to be 20% per year, although certain sectors of the industry

oyt i o Syinimie

show historical rates of as much as 60%.
Column 6 is the product of columns 4 and 5, and suggests the :

potential saving possible due to the reduced lead time for each

item in the table.
Column 7 contains the estimated cost savings agtributable to

the use of technclogy with a one-yea. reduction in lead time. The

total saving if one year can be saved is $772.325 millicn. This

mmber must be reduced proportionately if the saving anticipated

is of shorter duration. Thus, a six-month saving is $386.66

million, and the three-month saving is $193.33 million. A three-

. month saving represents approximately 0.4% of the total procure-

ment spending-

Figure A-2 summarizes the cash flows and sketches the nature

of the calculation described. .
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Figure A-2. Cash-flow diagram showing the savings attri-

butable to reduced procurement delays.
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OPPORTUNITY COST OF CAPITAL, 5124 MILLION/YEAR

In addition to the savings in lead time valued above, we
anticipatce that the introduction of automation into systems
procurement will result in a savings due to an averade reduction
in the duration of procurement and production for an item. We
believe that a four-month reduction is quite possible for the
very large systems procurements, with at least half to two-
thirds of this coming from the reduction of the length of time
required in the procurement cycle itself. Many of these savings
will result from the increased parallelism implicit in the auto-
mated system, which will replace current serial procedures.

In econamic terms, the savings due to this change can be
valued in a manner somewhat similar to the way that the savings
due to an improved inventory management system would be valued
in private industry. The same money, if not tied up.in a commit-
ment, would be able to be committed to some other purpose. There-
fore, the opportunity cost of this money may be thought of in
terms of interest the government would have to pay. The basic
saving here is a one-time gain. Once the long pipeline is
drained, there is no further saving. However, we convert this
one-time saving into interest on this equivalent amount of money
to annualize the savings from this source and make it compatible
with the basis for describing the other components of savings.

In Table A-3, column 2 and 3 repeat the information contained
in Table A-2,

Column 4 shows a subjective estimate of the per cent of
dollar volume which can be affected by a shortening of procure-
ment time. In particular, the percentage represents the effec-
tive fraction of procurements whose times can be compressed by
four months.

As RDT&E procurements may not be amenable to same of the
mechanisms which would shorten procurement lead time, column 5
is the product of columns 2 and 4 only. It represents a subject-
ive estimate of the amount spent during a four-month period which
could be eliminated by the one-time shortening of procurements

expressed as an annual rate.
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One-third of this number is shown in column 6 as the effect
of a four-month compression. This amount, in turn, is valued at
8% in column 7, to give the interest saving due to a four-month
shortening in procurement and production time. Such a four-
month saving results in a $123.7 million saving to the govern-
ment. Should it develop that only three months can be saved, the
savings are still almost $93 million.

Fiqure A-3 cshows a cash flow diagram describing the above

cited calculator.
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Figure A-3. Opportunity cost of capital.

IMPROVING COMPETITIVE MARKETS, $77& MILLION/YEAR

Figure A-4 illustrates the fraction of procurements which
take place in the current system by a non-competitive means. We
believe that the increased use of information storage and retriev-
al systems can make it possible to extond significantly the scope
of competition in procurement. This is not to say that formal
advertising and other current methods will be more widely used;

rather, that entirely new systems, such as BROKER* could be

Carson E. Agnew, "Proposed Applications for a Procurement
Automation System," in ARPANET MANAGEMENT STUDY: New Application
Areas, Cabledata Associates R-160 (NTIS AD #787039), August 1974,
Appendix B.
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COMPETITION IN MILITARY PROCUREMENT
JULY 1972 - JUNE 1973
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developed to enable wider and more complete information to‘be
gathered about potential competitors. Such information would
enable more competitive decisions to be made without the waste-
ful duplication of an excessive number of over-prepared proposals
sometimes seen at present. Even in negotiated environments sav-
ings could be made, by permitting procurement officers to better
choose firms from which to solicit proposals. Furthermore, we
belic e that such systems will make it possible to break up
large systems procurements into many small, more manageable com-
ponents. This, too, promotes carpetition as well as having the
effect of smoothing the flow of work through the nation's def-
ense industries. The feast-or-famine life of defense contractors
takes its toll in building up overhecad costs -- which the goverr-
ment must pay, one way or another. There is no Santa Claus.
Present government contracting machinery focuses on cost
and not on prices. By opening up potential procuremants by type
of good procured to a wider base of potential bidders, some of
the tendency to sole-source procurement could be diminished. Com-

petition, not sole-source, is an undisputed national policy. For




example, the U.S. Supreme Court noted in 1967:

The unrestrained interaction of competitive forces
will yield the best allocation of our economic resources,
the lowest prices, the highest quality, and the greatest
material progress, while at the same time providing an
environment conducive to the preservation of our demo-
cratic political and social institutions.*

With well over half of the procurement dollars going into
the non-c7-.petitive sector (sece Table A-4), there is little or
no question that movement to competition would be in line with
overall national policy. To us, the most important question

relating to improving competition is: how much can be saved?
* &
In a recent study of twenty large procurements, learning curves

were estimated and used to correct estimates as to whether nego-
tiation resulted in a lower total cost than formal advertising.
The study show:cl an average savings due to advertising of 50%,
with a standard deviation of 19.3%. Other testimony- has indi-

cated savings in the range of 30% to 40% for competitive procure-
*kk
ments. In our tabulation we use the conservative assumption

that automation will enable a realization of a maximum of only
25% of savings, rather tkan 50%, as cited above. And, that this

saving could occur in a very limited set of cases.

Communication News, November 1974, p. 30.
* &

Larry Yuspeh, The general advantages of competitive procure-
ment over sole source negotiation in the Defense Department, A
study prepared for the use of the Subcommitiee on Priorities and
Economy in Government of the Joint Economic Committee, Congress
of the United States, November 12, 1973. Full text reprinted in
"The Acquisition of Weapons Systems," Hearings before the Sub-
committee on Priorities and Economy in Government, Part 7,
Pp. 2598-2624, Washington, D.C.: Superintendent of Documents,
November 1973.

*k ok
The following discussion occurred on 16 November 1973 dur-

ing hearings on the acquisition of weapons systems, before the
Subcommittec on Priorities and Economy in Government, of the Joint
Economic Committee. Participants were Scnator William Proxmire,
Chairman of the Subcommittee and Vice Chairman of the Joint Com-
mittee, Mr. A. I. liendolia, Assistant Secretary of Defense (In-
stallation and Logistics), and Mr. Jack L. Bowers, Assistant
Secretary of the Navy (Installations and Logistics):

(Footnote continued next padge.)

A-12




In Table A-4, column 2 contains procurement spending by
type of procurement.

In coiumn 3 we eliminate the estimated component of pro-
curement spending which is already competitive.

Column 4 is a subjective estimate of the fraction of con-

tract funding which could be affected by improved markets by type,

considering only non-competitive procurements.

The annual savings using either the 50% or 25% assumption
are shown in columns 5 and 6. Under thc 25% assumption, savings
due to competition total $778 million annually.

Fiqure A-2 shows a sketch of the cash flows.

DISCUSSION

This is a lot of money, and further discussion on this point

is indicated.

Chairman PROXMIRE. We all agree on the principle that we
should move to competition. I am sure that is the sentiment of
the Congress and the sentiment of the administration, too.

Mr. BOWERS. Absolutely.

Chairman PROXMIRE. But we samehow cannot seem to do it
rapidly enough. There are so many forces that work the other
way to counteract competition. Competition is always a cruel,
painful discipline. And it is the discipline that enables our
private system to work so well. And it is the lack of that which
is one of the principal factors that is the reason why our public
activities are so relatively costly. So we would like to just
press it as hard as we can. I do not see any evidence, even on
the basis of Mr. Mendolia's presentation on competition, that
1 we have nearly enough of our procurement in competition. We
have people like Admiral Rickover, whom all of you admire, who
tell us over and over again that we should procure far more of
our systems on a competitive basis. He says his experience is
tha* competition consistently reduces cost between 30 and 40
percent, is what he told me.

Now, I see you are smiling Mr. Mendolia. Would you like to
i reply to that?

Mr. MENDOLIA. Well, I keep hearing numbers like that, and

(Footnote continued p. A-15.)
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Effect of Procurement Size on Competition

As elsewhere described in this report, competitive procure-
ments are primarily used for small crders of standardized items.
Systems procurements made undexr the present system are largely
awarded on a non-cumpetitive basis. The r:asons are that
procurements are held to be non-standard, o~ contain complex

technology, or becausc the number of potenti.i responsible

I hear it in the Pentagon, that competition reduces costs by 30
or 40 percent. And my view is, where are these companies that
make 30 or 40 percent profit margin? In other words, to me
there are two factors --

Chairman PROXMIRE. That is a very good point. I raised
that point yesterday. I said, after all, if you do have a situ-
ation where there is a 30 or 40 percent amount here, why is it
not reflected in profits? ’

Mr. MENDOLIA. That is right.

Chairman PROXMIRE. The answer to that that was given yester-
day was reasonable. They said, it is eaten up really in addition-
al costs. You do not have the pressure to hold down your costs
when you do not go competitive. You have a tendency to push
your overhead into the Government sector from your private sec-
tor operations. And you have all kinds of other reasons to hold
onto your manpower when you have less competition and not the
pressure and discipline of campetition.

Mr. MENDOLIA. That was going to be my second point. To me
the thing that the competition does is that it causes each of
the competitors to improve his process to reduce cost, and there-
by comes the cost reduction. What I would hate to sec implied
is that there is a 30 or 40 pcrcent profit that suddenly disappears
simply hccause you introduce competition. It is hard to deny
that competition is a very effective force.

Source: The acquisition of weapons systems,
Hearings Before the Subcommittee on
Priorities and Economy in Government,
of the Joint Economic Cammittee, Con-
gress of the United States, Ninety-
third Congress, First Session, Part 7,

Washington, D.C.: Superintendent of
Documents, 1974. Price $2.25.
{(pp. 2756-7.)
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bidders is "too few." We believe that the reasons cited are

more likely to be statements of symptoms than descriptive of the
ailment itself. The fact that fifty per cent of a large con-
tract's dollar volume is re-awarded as subcontracts makes it seem

unlikely that size or ccmplexity need be a barrier to competi-

tion. Yuspeh's study* included several complex pieces of high
technology electronic equipment fully corrected for learning
curves and indicated competitive savings of the same size as
for other types of equipwment.

Nevertheless, we believe that there exists a good but un-
stated reason for the use of non~competitive methods in systems
procurements. Namely, that the information and information
processing capability which DoD requires to manage a few large
contracts is much less than would be required for many small
competitive contracts. With our present relatively unautomated
procurement system, the cost of obtaining and using information
is so large as to make a few procurements preferable to many.
One unavoidable consequence of this preference is the large
dollar value of each procurement action. And, a result of this
is to necessarily limit the number of firms who are large enough
to bid effectively for any system task. The existence of large
procurements may act as a barrier to the entry of more effective
firms into specialized defense markets in the same way that any
scale effect does in the private sector. The observed absence
of competition for large procurements thus may be a consequence

of the way in which these procurements are managed, rather than

*The response to this testimony by DoD representatives was
relatively limited. The strongest argument made by than was
that Yuspch took an insignificant percentage of all procurements
into account, so that the total results were not valid. On the
other hand, Yuspeh's mcthod of sclecting his test cases did not
appear to be obviously "fudged" to producc the information he
sought. Further, no countercase was made that non-competitive
actions were in fact less costly to the government. Clearly,
this is an important subject and very much in nced of more
analysis.




Eaake ohdi by

vice-versa. However, once a lack of potential competiturs is
noted, the observation reinforces the tendency toward nanaging
a few large procurcunents.

This economically inefficient cycle can, we believe, be
broken if the costs of managing individual procurements can be
reduced. In particular, the automated system which we have been
discussing seeks tc reduce these costs by automating the pro-
cessing of the routine information associated with a procurement
and by improving or augmenting the capability of procurement
officers to make good decisions. Thus, onc of the goals of the
procurcment automation system is to make it possible for DoD
to fracture large procurements into small ones, as is now done
by contractors anyway. Smaller procurements will lower the mini-
mum effective size which a firm must have in order to bid, smooth
the flow of work passing through companies already large, and
allow the use of companies with skill capabilities better tail-
ored to the tasks nceding to be done (rather than having to deal
with very large defense contractors marginally capable in every-

thing, but usually only strongly compctent in one or two spec-

ialties.) There may be increcased systems integration costs involved

but we believe them to be minor in light of the potential savings
possible. The benefits of competition to the buyer are clearly
understood in the literature of economics. Also understood are
the payoffs lowering the maximum economic ecfficiency scale size.
The new management tools possible with computer netting may per-
mit us to restructurc the procurement process so as to permit cap-
turc of these potential savings.

INTANCTIBIE BENEFTTS

In addition to the four tangible benefits we have described,
we believe that substantial intangible benefits also exist. And
the importance of these may match or excced the more recadily
measured tangible benefits. Thesc intangible benefits may be
divided into internal and external components. Internal benefits
would include:

o Increases in the span of control by procurement
management:




- Increases in the knowlcdge of the history
of any procurement

- Aggregated statistics on demand
- Smaller, mo.e efficient staffs

o0 Makes possible rearrangement of personnel without
physical relocation.

o Permits on-line training using computer-aided
instruction.

External benefits are those which accrue to entities other
than the Department of Defense. We believe that procurement
automation:

o Allows better planning by industry, eventually
meaning reduced costs to the government

o Conforms with congressional desires and pressures
for more truly competitive bidding

o Meets new Freedom of Information Act requirements
without additional clerical burden

o Provides better audit trails, discouraging favor-
itism and dishonesty.

And most important of all:

o Permits faster response in critical military
situations

Of course we have no way of estimating the value of these
benefits, or other benefits which might accrue fram procurement
automation. Nevertheless, in the next section we will show that
the costs are of such magnitude that these intangible benecfits
need not be considered in order to cost-justify procurement

automation.

COSTS OF TiE PROCUREMENT AUTOMATION SYSTEM

The principal canponcents of the procurcment automation sys-
tem will be the multiprocessor large memory systems described in

the First puarterly Technical Report of this project.*

*"Preliminary Design for Procurement Data Base System Hard-
ware Configuration," ARFMANET MANAGEMENT STUDY: New Application
Arcas, Cablerdata Associates R-148 (NTIS AD #733508), May 1974,
Appendix I.
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The system would include six to eight processors working
through a memory hierarchy of modular solid state memory, swap-
ping disks, mass storage and a large archival store. Each such
system should be capable of serving approximately 1000 users
doing the highly specialized tasks associated with procurement.

The computer communicatioans system which we have considered
on a preliminary design basis docs not reproduce the capabilities
of any system currently on the market. The system must be abl-e
to handle an average of 1000 terminals per site, or 11,000 out
of 22,000 terminals in all. Such a system will make heavy use of
intelligent terminals to take the load off the main system, and
new multiprocessor architecture for advanced reliability and
effectiveness. Entirely new software, including operating sys-
tems, will be required for this machine. The machine will be
specialized for procurement functions and will in fact be unsuit-
able for gecneral purpose computation. The access to a wideband
computer network permits any nceded special functions to be exe-
cuted on a machine most suited for that function. The systems
used in the procurement automation system, in addition to their
special purpose software, will have built-in privacy, security
and user controls. We believe that such systems can be built and
installed incrementally on a center-by-center and function-by-
function basis, because of their modularity.

Tal 1e A-5 contains a cost estimate for the overall procure-
ment automation system. This system, of course, includes not
only the central computer installations, but user terminals,
communication lines and software support and development. Table
A-& contains our estimates of the unit cost, number required,
capital cost, uscful life and annual cost of these ccmponents.

Including a 20: factor for contingencies and working in
current dollars, we believe that the annual cost of the entire
system will be $44.62million. As indicated in the table, we
believe that this ropresents a cost of approximately $2,70 per
user hour for the level of usage projected by the estimates of

manpower developed in Table A-1, and ap average load per center

A-19
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of 106,700 hours pver day (approximately 975 users during an

average hour).

Table A-5
CGST ESTIMATE,

PROCUREMENT AUTOMATION SYSTEM

Unit cost | Number | Capital cost g:gzgl Annual cost
Central computer
installations $2,977,000 11 | $32,747,000 4 $8,186,750
(See Table A-6)
Intelligent terminals $1,000 | 22,000 | $22,000,000 4 $5,500,000
Communications
(4 terminals/clump $720/yx 22,000 ———— - $15,840,000
@ $720x4 = $2880/yr)
Software
100 programmers $35,000 500 $17,500,000 5 $3,500,000
x5 yrs
Administration
100 people
Overnead . training SER {000 LR ¥3,500,000
and documentation
Building space
200 people x 200 ft . .
X 11 computer sites 22BN 75E000 $657,000
3000 sq ft
Tctal $37,183,750
+ 20% contingencies and omissions 7,436,750

Total

$44,620,500

Reasonableness check:
= 16,500,000 hours

$44,620,500/16,500,00 =
$/hour per uscr = $2.70

$2.70/hr.

* Factor includes maintenance.

A-20
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Table A-6
COST ESTIMATE, EACH CENTRAL COMPUTER INSTALLATION

T
1 Memory unit
modular
812X 16/32 bit words -
Systems Concepts Corp.
{same tyre as to be usedi in
Illiac IV memory) $1,000,000

4 Disks, swapping media
DDC #9113 @ $54,000 216,000

16 @ 7330 Mass disk (Itel)
50 ms maximum, 20 ms average
100 Megabytes @ $13,000 241,000

6 or 8 @ $30,000 Processors 250,000

Archival Store,

such as

Ampex terabit w/14 transports
+ channels & cabling

6.44 x 1011 bits ' 720,000

Cabling, cases, consoles,
flooring, ectc. 300,000
1000 Modems/Concentrators 250,000
2,977,000

BENEFITS VERSUS COSTS:  z0+:1 RATIO

Table A-7 summarizes the tangible savings which we believe
can be achieved through procurement automation. Over the four
areas discussed above, we anticipate savings of over $1 billion
annually. When compared with the estimated $45 million per year
cost of the system, this represents a ratio of benefits to costs
in excess of 20:1. This is in fact an extremely large benefit-
cost ratio. The ratio is so large that it implies that the over-
all desirability of the automation of systcms procurciments is
almost compleiely insensitive to the actual estimates of benefits

and costs presented here. A change in either benefits




TABLE A-7
TOTAL TANGIBLE SAVINGS

o IMPROVED COMPETITIVE
MARKETPLACE S 7718 M

o EARLIER USE OF LATER
TECHNOLOGY 193 M

0 REDUCED PROCUREMENT
DELAYS 124 M

O LABOR SAVINGS 17 M

TOTAL: $1,172 M

or costs by even an order of magnitude would still provide a
rather significant saving. (And, we do not beliceve that our
estimates are amiss by nearly that amount.)

Further refincment of these numbers is both pbssible and
desirable, but this will require more disaggregation and the
knowledge of a specific proposed system definition. In parti-
cular, it will be possible to refine estimates of costs and bene-
fits only when a particular procurement command or application
has been chosen for study for automation. And this w.ll require
completion of in-depth studies both in the way in which procure-
ment is really carried oit within the Department of Defense, and
how alternative arrangements might work. Based upon evidence
which we have compiled in this report, such studies will them-
selves be valuable in pinpointing the next steps in procurecment

auvtomation.

SUMMARY

This appendix has presented a benefit-cost analysis of a
single automation application -- procurement -- under this con-
tract. Benefits were found to be in excess of a billion decllars
annually, while costs for the total system were on the order of

$45 million annually. We believe that thesc estimates are suffi-

ciently close to the mark to suggest that increased ncw gencration

i
1
:
f
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technology for automation of proéﬁremént within the Department of
Defense be seriously considered at the earliest possible date.
There is a lot of money that can be saved.

The principal benefit is derived from the use of automation
to introduce competition into system procurements. Increased
competition results in part from a reduction in the average size
of a procurement action by reduced information costs associated
with an automated system. Direct labor savings associated with
automation can contribute only a small increment to total benefits
because automation changes the tasks which people perform much
more than it changes the number of jobs required to accomplish a

task.
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SURVEY OF PROCUREMENT AUTOMATION
SYSTEMS IN PRESENT USE




INTRODUCTION

The procurement automation cffort being considered is an
advanced managen. ent concept, regquiring a number of different
nodules. A field survey of systems in being and systems in

design was conducted in Sunmer 1974. 1n the aggregate, many of

the modules or capabilities necessary to implement a procurement
automation system appear to be in place or in development.

Ten systems were surveyed. All are developing in a semi-
autonomous fashion; most ars "mature" and fully operational.
Several more will be implemeniced in 1975. Among them they main-
tain an cnomous database, dozens of computers, and a large
support staff. They serve hundreds of user sites, distributed
world-wide, and monitor procurement transactions worth billions
of dollars. The procurement autamation “"community" has accumu-
lated 10-15 ycars of direct experience with relevant management

and computer techniques.

A TYPOIL.OGY COF SYSTLMNS

Varicus branche:s of DeD have shown awareness of procurement
automation ncoeds since the ecarly 1960s, when EDP systems were
dcveloped on a relatively ad-hoc basis to solve spot nceds. As
computing power incrcased and the availability of computing tal-
ent and acceptance became more general, the procurement EDP ac-
tivities grew in scope. The growth, a bottom-up phenomenon,
drew some carly distinctions which appear to have survived until

today.

C-1 a_
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TABLE C-1
SURVEY OF RELEVANT PROCUREMEN[T AND CONTRACTING SYSTEMS

fheet | pull Name Abstract

Naxe

ALS Advanced Air Force. An integrated standard system designed to support the materfel manage-
Logistics ment, procurement arnd related accounting and finance missions of the Air Force
System Logistics Command at AFLC Headquarters and the five Air Materiel Arcas) will accomo-

date up to 150 remote stations for file up-date and inquiry; accommodates MILSCAP)
will produce automated small purchases and some orders.

AMIS Acquisition AMr Force. A systzm designed to integrate in one file data required to support the
Managament procurement and contract administration missions of the Air Force Systems Command;
Infornzation will include finance and accounting support to include fund management and payment)
System will eccommodate MILSCAP; will provide file up-date and inquiry capability in near

real time made from 100 remotes stations,

AC Avionics DoD-wide info utility, sexrvicing a number of databases such as RiD projects, Navy
Central directives, U.S. Code, Auditor General, ASPR, etc.

CAIXS Conventional Navy. A system designed to support materiel management and procurement of conven=-
Anmunition tional armunition; supports 849 activities handling and reporting amwunition; does
Information not support accounting and finance; acccmmodates MILSCAP; bulk of items controlled
Management System by Ships Parts Control Center (SPCC).

cess Coammodity Comamand Army. An integrated materiel acquisition and control system providing data files and
Standard System products for materiel management, procurement and accounting and finance; accoumis=

dates M"LSCAP requirements) produces scme automated contracts) cyclic inquiry
capability.

CIAPS Customer Integra- Air Fouce, Logistic automated procurement for base support activities.
ted hutcmated
Procurement system

IS Integrated Materiel | Navy. 'A system under develipment for the Naval Ship Systems Cammand which has
Manajemcnt System potential as a prototype standard system to support many systems commards; will

accommodate MILSCAP) will in.erface with PARS and the FMIP in the financial area.

TLITE lLegal Information Tevt-oriented information utility servicing DoD legal offices; databases include
Through Electronics U.S. Codae, ASPR, Court of Claims, etc. ' ’

MILSCAP] Military Standard DoD-wide directive for internal and external standardization and integration of
for Contracting procurement MIS, N
and Procuremernt

MOCAS Mechanization oi DSA. A standard ADP system designed to suprort the contract administration mission
Contract Adnminis of the DSA; accommodates a portion of MILSCAP; provides for payment of contractors'
tration Services invoices. :

PARS Procurement Account-| Havy. Designed primarily to support *he requirements of the Assistant Secretary of
ing and Reporting the Navy for Financial Management for accounting and finance data, is expacted to
Systenm interface with IMMS, a preposed standard information system for Navy Ship Systems

Caonmand, and with a portion of UICP, ultimately.

SAMMS Standard Automated DSA. A standard integrated ADP system designed to support the materiel management
Materiels Manage- and procurenent missions of DSA supply centers; interfaces with finance and account-
ment System iny systems; acconmodates MILSCAP; produces automated small purchases and sawe orcers.

SMIS safeguard Manage- Army. A systeon in support of the Safegquard Missile System prcgram; primarily designed
ment Information to support project managers' and higher level echelons' requirements; interfaces with
System financial data system; five CRT terminals with inquiry and file update capability;

accommodates MILSCAP,

uvIce Uniform Automated Navy. Provides ADP support for materiel management and procurvment of logistics support
Data Processing items; file access daily file update by 128 remote stations; automated small purchases)
Eystem for Inven- features top-to-bottom file of items related to a system, in additionu to Master Data
tory Control Points | File; supports accounting and finance; accommodates MILSCAP.

Source: Manwyement Peview of Contract Administration arnd Materiei Acquisition Systeams, Office of the Secretary of

f surca:

pefense for Installations & Loyistics, March 1974, and Cabledata Associates field sucvey, Summer 1274,
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Branch-Oriented or DoD Wide?

Until the MILSCAP directive of 10 January 1968, the var.’ ous
procurement and contracting Management Information Systems were
developed with minimal concern for DoD-wide communication. The
merit of such a practice shoulé not go unnoted; i.e., that the
invention and implementation of new systems were allowed to pro-
liferate in a manner that encouraged innovation. An early
"freeze" on ideas would have restricted the variety of forms
created, and good ideas would have been lost. By the mid-
sixties, DoD realized that there had developed a plethora on the
idea market, and that some forms would neccessarily fail in compe-
tition. Again, this was a healthy stage -- less successful sys-
tems lost their claims on scarce computing and managerial resources,
while the more successful ones were reinforced. We are now at the
third stage of the process, with each branch developing healthy,
effective systems. The selection decisions have moved up from
the branch level to the 0SD level. The next evolutionary phase
will see branch-particular systems becoming generalized to DoD-
wide application.

"Logistic" or "Systems" Commands?

For thoroughly sound organizational reasons, the carly efforts
in procurement automation drew a sharp distinction between logis-
tic type support and major weapons system acquisition. The
nature of the transactions was qualitatively different, and im-
plied different approaches. Whercas the former was highly rou-
tinized, the latter was typically "hand massaged,” unique, and
not casily reduced to standard operating procedure. Therefore,
the logistic and the systems command developed separate manage-
ment information systems -- a situation still true today.

Internal or External Standards?

The key to successful ccordination is the development and
implementation of good standards. The system boundary, in fact,
is defined by itc nonconformity to the adjoining system's "lang-
uage." This is true at every level of a hicrarchy, whether at
the office, lab, base, command, or branch level. Each branch

experienced the problem as two-fold.

= - ‘1
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First, one must dewelop "internal” standards so that sys-
tems within the hierarchy can talk to each other. This has gen-
erally been conceived as intra-branch standardization (with the
exception of DSA, which saw it as an intra-DoD problem) .

Second, one must develop “"external"” standards to talk to
~arallel hierarchies. This has generally been conceived as
inter-branch and branch-ccntractor standarization (except DSA,
which understood it only as DoD-contractor standardization).
The distinction remains with us today, that some systems are
internal only and some are both internal and external.

The procurement automation system (discussed elsewhere in

*
this report ) can be seen as (a) DoD-wide, (b) systems command

PITR LT

plus logistic support procurement and contracting system, which
(c) has both internal and external interface capabilities.

A Catalog of Procurement Systems

The procurement activities in DoD are currently supported

by fourteen major automated systems, plus a large number of !

small (base oriented) management information systems. Seven sys- L

tems are logistic oriented, four are system oriented, and three i

serve DoD-wide. ?
The systems we surveyed are developing in a semi-auton-irous f

fasion; most are "mature" and fully operational. Several more will

be implemented in 1975. Among them they maintain an enormous data-

bacse, dozens of computers, and a large support staff. They serve

hundreds of user sites, distributed world-wide, and monitor procure-

ment transactions worth billions of dollars. The procurement auto-

mation "community"” has accumulated 10-15 years of direct experience

with relevant management and computer techniques.

See Volume I, Section 2, this report, and Appendix A,
"A Phased Implementation Plan for a Procurement Automation Sys~
tem,” ARPANET MANAGEMENT STUDY: New Application Areas, Cable-
data Associates Report #R-148 (First Quarterly Technical Report),
(NTIS AD #787039), May 1974.
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These systems can play a heipful role in the development of an
integrated procurement network. Therefore, their development,
characteristics, and capabilities are of importance.

To date, these systems have experienced some difficulty in
achieving DoD-wide integration.* It is precisely this difficulty
which revealed the lessons and ccnclusions embedded in the text of

the final report.

CONCLUSION OF SURVEY

The overriding conclusion of this field survey is that the DuD
has already developed an impressive array of autcmation capabilities,
both in equipment acquisition and organizational and manpower develop-
ment.

A few key elements are still missing. The procurement automa-
tion effort as describcd in this volume is designed to meet these
omissions, to capture the experiences and lessons of previous efforts,
and to slightly extend the state of the art.

The Xey point to be emphasized is that the proposed system is
really an extension to be built onto, or augment, existing capability.
It is not intended to replace an old working mousetrap with a shiny
new one. The best features of current systems, of course, should be
retained and updated. What is sought is a blueprint for the next
stage evolution of improvements of management tools for government

procurement.

Sez, in detail, Management Review of Contract Administration
& Materiel Acquisition Information Systems, March 1974, published
by the Office of the Assistant Secretary of Defense for Installation
and Logistics. The report, directed on 15 June 1973, was conducted
by a review team consisting of members of 0SD, Army, Navy, Air Force,

and DSA. 1In particular, personnel involved in procurement automation
were included.
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